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Problem: This project addresses growing privacy
concerns in geospatial data by developing and
evaluating privacy-preserving synthetic data
generators. With the widespread use of location-
based services, the sharing of raw geospatial data
can lead to privacy breaches and expose sensitive
information about individuals' locations.

Approach: To address these challenges, two
synthetic data generators are introduced: the GAN
generator and the blurring generator. The GAN
generator is based on the GeoPointGAN model of
Klemmer et al. (2022). By using differential privacy
mechanisms, this generator ensures privacy while
producing synthetic data that closely matches the
original data distribution. On the other hand, the
blurring generator uses blurring techniques to perturb
the geographic coordinates of the data points. This
approach provides different levels of privacy based on
a blur radius parameter. Both generators offer trade-
offs between privacy and data utility. To evaluate the
quality of the generated synthetic data, the project
uses a set of evaluation metrics, including Earth-
Mover-Distance, Chamfer-Distance, Mean Absolute
Error of Range Queries, and Sørensen Dice
Coefficient of Hotspot Analysis. These metrics
compare the performance of the generators in
preserving data distribution and supporting geospatial
analysis tasks.

Result: To make the tools available, they are
implemented in the existing pgsynthdata tool.
pgsynthdata is a command-line tool for creating
synthetic data for PostgreSQL databases. The two
implemented generator extensions can be
customized by the user via YAML configuration files.
To execute pgsynthdata, the usual commands are
used, in addition, the corresponding evaluation

methods can be displayed for the evaluation of the
results. The generators are tested and evaluated on a
database of well coordinates. In comparison, the GAN
generator shows more stable behavior in terms of
preserving statistical values against changing privacy
settings. The results demonstrate the importance of
finding a balance between privacy and data utility,
and provide guidance for future advances in privacy
and geospatial computing.


