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Management Summary

The integration of Artificial Intelligence (Al) into the Swiss financial sector is reshaping operational
landscapes, offering significant enhancements in efficiency, compliance, and strategic decision-
making. This white paper, titled "Development of a Scalable Framework for Implementing Artificial
Intelligence in Swiss Financial Institutions," aims to create a comprehensive framework tailored to
the unique regulatory and operational environment of Swiss financial institutions. Lead by OST
(Eastern Switzerland University of Applied Sciences), Institute for Finance & Law, in cooperation
with SFTI (Swiss FinTech Innovations), the study focuses on developing a practical and scalable Al
framework applicable across various functions, including, for example, compliance and risk man-
agement.

Objectives and Approach

The primary objective of this study is to facilitate the adoption of Al across different functions
within Swiss financial institutions. The framework addresses key success factors for Al implemen-
tation, ensuring alignment with regulatory requirements and organizational goals while delivering
measurable benefits and satisfying involved stakeholders' needs. Specific objectives include ensur-
ing regulatory alignment with stringent Swiss requirements, integrating Al strategies with organi-
zational goals to enhance efficiencies, and developing strategies for scalable Al implementations.

The study employs a mixed-methods approach, leveraging insights from a comprehensive survey
conducted among SFTI members. This survey gathered input on practical Al applications within
compliance and other operational functions (excluding client advisory), focusing on decision-mak-
ing approaches, implementation models, success factors, and challenges encountered. Notably,
24% of the Al use cases were related to compliance areas; however, this differentiation is not
deemed critical for the framework's application across various functions.

Key Findings

1. Decision-Making Approaches: Institutions employ structured frameworks for identifying high-
value use cases, often starting with proof-of-concept (PoC) validations to assess feasibility and
potential ROI. 37.5% of institutions use Al-specific decision-making approaches, the majority
treats Al projects like other IT or business initiatives.

2. Implementation Models: A phased approach is common, involving stages from discovery to
full deployment. Agile methodologies are frequently used to ensure flexibility and adaptability.
The majority of institutions (87.5%) implements Al projects like other IT or business initiatives,
relying on existing implementation models.

3. Success Factors: Strategic alignment with business goals and robust internal capabilities are
critical. Governance frameworks ensure compliance with regulatory standards. Key success fac-
tors are “Strategic Alignment” (67%), “Invest in Internal Capabilities” (67%) and “Implement
Robust Governance Frameworks” (50%).

4. Challenges: Knowledge gaps remain a significant barrier, alongside privacy concerns and regu-
latory complexities. Cultural resistance and integration with legacy systems also pose chal-
lenges. Key challenges are “Knowledge & Expertise” (50%), “Privacy, Security & Data Usage Is-
sues” (33%), “Regulatory & Compliance Issues” (33%) and “Cultural & Organizational Chal-
lenges” (33%).

Scalability and Recommendations

The proposed framework is inherently scalable, allowing institutions to expand their Al initiatives
efficiently without requiring structural changes. By leveraging best practices such as incremental
scaling, modular architectures, and continuous monitoring, financial institutions can unlock the full
potential of Al technologies across their operations.
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The framework is structured into six key elements with 33 logical components —the "what" — each
accompanied by a total of 105 clear, step-by-step instructions — the "how" — outlining the neces-
sary actions, pertinent questions, and desired outcomes. While certain steps may appear repetitive
across different elements and components of the framework, this repetition underscores their sig-
nificance: Some steps might be optional in one context but mandatory in another, highlighting their
critical role in the overall implementation process.

Key recommendations include aligning Al initiatives with strategic business objectives, investing in
internal capabilities through targeted training programs, establishing robust governance frame-
works, prioritizing data quality and privacy, addressing cultural resistance through change man-
agement strategies, adopting a phased implementation approach, continuously monitoring per-
formance metrics, and proactively mitigating risks associated with Al adoption.

Conclusion

This study provides a robust foundation for understanding how Al can be implemented effectively
within Swiss financial institutions while addressing regulatory requirements and operational chal-
lenges. By combining insights from industry practitioners with rigorous analysis of real-world use
cases, it offers a practical roadmap for leveraging Al as a transformative tool in finance. The findings
will guide the development of a scalable Al framework tailored to the unique needs of the Swiss
financial sector.
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1. Introduction and Study Approach

1.1

1.2

The rapid integration of Artificial Intelligence (Al) into the financial services sector is reshaping how
institutions operate, offering transformative improvements in efficiency, compliance, and deci-
sion-making. Swiss financial institutions, operating within a highly regulated and data-sensitive en-
vironment, are uniquely positioned to benefit from Al technologies. However, the adoption of Al
also presents challenges that require a tailored approach to ensure alignment with regulatory re-
guirements, organizational goals, and operational realities incl. technological setup.

This study, titled "Development of a Scalable Framework for Implementing Artificial Intelligence in
Swiss Financial Institutions," was initiated by SFTI (Swiss FinTech Innovations) and co-conducted
with OST (Eastern Switzerland University of Applied Sciences, Institute for Finance & Law) to ad-
dress these challenges. It aims to develop a comprehensive framework that supports the effective
adoption of Al across various functions, including compliance, risk management, and customer ser-
vice. The framework is designed to be practical, scalable, and adaptable to the unique needs of
Swiss financial institutions.

Study Objectives

The primary objective of this study is to provide Swiss financial institutions with a structured frame-
work for implementing Al technologies effectively and sustainably. This framework addresses key
success factors while mitigating challenges associated with Al adoption. Specific objectives include:

1. Regulatory Alignment:
Ensure that Al implementations comply with applicable Swiss regulations relevant for financial
institutions, such as AML (Anti-Money Laundering), KYC (Know Your Customer), GDPR (General
Data Protection Regulation), the Federal Data Protection Act (FADP), and FINMA Guidance
08/2024.

2. Organizational Integration:
Align Al strategies with organizational goals to enhance operational efficiencies while fostering
cultural readiness for technological transformation and Al adoption.

3. Scalability:
Develop strategies for scaling Al implementations across various functions, ensuring that the
framework remains adaptable as institutions expand their use of Al.

4. Practical Application:
Provide actionable insights into decision-making approaches, implementation models, success
factors, and challenges encountered during Al adoption.

Study Methodology

The study leverages a mixed-methods approach to ensure comprehensive insights into Al adoption
within Swiss financial institutions:

1. Survey Insights:
A survey was distributed to 12 Sounding Board members representing six SFTI member com-
panies to gather input on practical Al applications within compliance and other operational
functions (excluding client advisory). The survey achieved a 100% response rate from Sounding
Board members and included additional input from two member companies, totaling re-
sponses from eight SFTI member institutions.
=  Focus Areas:

o Examples of Al use cases in compliance and non-compliance functions.

o Decision-making approaches and implementation models.

o Key success factors and challenges encountered during implementation.
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13

2.

Analysis of Use Cases:

The study analyzed 21 reported use cases to identify trends in decision-making models, imple-
mentation approaches, success factors, and challenges. These insights form the foundation for
developing a scalable framework tailored to the needs of Swiss financial institutions.

Expert Collaboration:
The study draws on expertise from industry practitioners and academic partners to ensure that
the framework reflects both practical realities and theoretical rigor.

Report Structure

This report is organized into the following chapters:

1.

Management Summary
A concise overview of the study’s objectives, key findings, and recommendations.

Introduction and Study Approach
An introduction to the study’s purpose, objectives, methodology, and structure.

. Al in Financial Services — Key Drivers and Regulatory Overview

An exploration of the drivers behind Al adoption in financial services and an overview of rele-
vant regulatory frameworks in Switzerland.

Application of Al in the Swiss Financial Industry — Analysis of Use Cases
A detailed analysis of selected Al use cases reported by SFTI members, focusing on decision-
making approaches, implementation models, success factors, and challenges.

Framework for Implementing Al in Swiss Financial Institutions
A comprehensive framework outlining the key elements required for successful Al implemen-
tation.

Scalability of the Framework
A discussion on how the proposed framework supports scalability without requiring structural
changes.

Conclusion and Recommendations
Final observations on the findings and actionable recommendations for Swiss financial institu-
tions adopting Al technologies.

This study provides a robust foundation for understanding how Al can be implemented effectively
within Swiss financial institutions while addressing regulatory requirements and operational chal-

lenges. By combining insights from industry practitioners with rigorous analysis of real-world use
cases, it offers a practical roadmap for leveraging Al as a transformative tool in finance.
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2. Alin Financial Services — Key Drivers and Regulatory Overview

2.1

2.1.1

2.1.2

2.1.3

Drivers of Al in Financial Services

In the contemporary landscape of technological advancement, Artificial Intelligence (Al) stands out
as a pivotal force reshaping industries across the globe. Its transformative potential is particularly
evident in financial services, where Al not only enhances operational efficiencies but also addresses
stringent compliance demands. This chapter explores the key drivers propelling Al adoption both
generally and specifically within the realms of financial services and compliance.

General Drivers of Al

The ascent of Al can be attributed to several overarching factors that collectively fuel its integration
into various sectors. At the forefront is the technological advancement that has significantly in-
creased computational power and data processing capabilities. This progress has enabled the de-
velopment of sophisticated algorithms capable of performing complex tasks with remarkable effi-
ciency.

Another critical driver is the availability of data. The digital age has ushered in an era characterized
by vast amounts of data generation, providing a rich resource for training Al models. This abun-
dance allows Al systems to learn from diverse datasets, enhancing their predictive accuracy and
decision-making capabilities.

Moreover, Al offers substantial cost efficiency by automating repetitive tasks traditionally per-
formed by humans. This automation not only reduces operational costs but also frees up human
resources for more strategic roles, thereby improving overall productivity. Additionally, Al's ability
to provide advanced analytics supports enhanced decision-making, enabling organizations to
make informed choices based on data-driven insights.

Drivers of Al in Financial Services

Within the financial services sector, Al adoption is driven by several industry-specific factors. Reg-
ulatory pressure is a significant catalyst, as financial institutions are required to comply with in-
creasingly complex regulatory frameworks. Al tools streamline compliance processes by automat-
ing checks and generating accurate reports, thereby reducing the burden on compliance teams.

The sector also benefits from Al's capabilities in risk management. By analyzing large datasets, Al
systems can identify potential risks more effectively than traditional methods, allowing institutions
to mitigate threats proactively. Furthermore, evolving customer expectations for personalized and
efficient services drive financial institutions to leverage Al for enhancing customer experiences
through tailored product offerings and rapid service delivery.

Al's role in fraud detection is another compelling driver. Its pattern recognition capabilities enable
real-time detection of fraudulent activities, safeguarding institutions from financial losses and rep-
utational damage.

Drivers of Al in Financial Compliance

In the realm of financial compliance, Al's impact is profound due to its ability to enhance efficiency
in compliance operations. By automating routine tasks such as transaction monitoring and docu-
ment verification, Al allows compliance teams to focus on more complex issues.

Al systems also offer adaptability to regulatory changes, a critical feature given the dynamic na-
ture of financial regulations. These systems can quickly adjust algorithms to comply with new rules,
ensuring continuous adherence to regulatory standards. Additionally, as compliance increasingly
involves managing sensitive data, Al helps ensure data security and privacy through advanced en-
cryption and anomaly detection techniques.
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2.2

2.2.1

2.2.2

Finally, the rise of Regulatory Technology (RegTech) driven by Al provides innovative solutions for
compliance challenges. RegTech enables institutions to stay ahead in a competitive landscape by
offering tools that streamline compliance processes and reduce costs.

In conclusion, the drivers of Al adoption are multifaceted and interwoven with technological ad-
vancements and industry-specific needs. In financial services and compliance, these drivers under-
score Al's potential to transform operations by enhancing efficiency, meeting regulatory demands
more effectively, and delivering superior customer experiences.

Regulatory Overview of Al in Financial Services

The regulatory landscape for Artificial Intelligence (Al) in Switzerland continues to evolve as Al
technologies become integral to financial services, particularly in compliance-related functions
such as Anti-Money Laundering (AML) and Know Your Customer (KYC). Switzerland’s regulatory
approach is characterized by its principle-based, technology-neutral framework, which allows ex-
isting laws to govern new technologies while fostering innovation and ensuring alignment with
international standards. This chapter provides an up-to-date overview of the regulatory framework
for Al in Switzerland, incorporating the latest developments outlined in FINMA Guidance 08/2024.

General Al Regulation in Switzerland

Switzerland’s regulatory approach to Al remains grounded in its technology-neutral legal frame-
work. Instead of enacting dedicated Al-specific legislation, Switzerland applies existing laws to
emerging technologies. The Federal Data Protection Act (FADP), which came into force in Septem-
ber 2023, remains a cornerstone of Al governance in Switzerland. This law emphasizes transpar-
ency, data minimization, and the protection of individuals’ rights, including the right to understand
how their personal information is processed by Al systems.

With the publication of FINMA Guidance 08/2024, Swiss financial institutions now face enhanced
expectations for managing Al-related risks. These include maintaining comprehensive inventories
of Al systems, conducting rigorous risk assessments, and ensuring robust governance, transpar-
ency, and accountability frameworks. The supervisory authority’s guidance reflects the growing
complexity of Al technologies and the need for institutions to adapt their governance structures
accordingly.

Switzerland’s alignment with international standards, particularly the EU Al Act, remains a strate-
gic priority. The Swiss Federal Council continues to evaluate the compatibility of Swiss regulatory
practices with emerging global frameworks, ensuring that Swiss financial institutions are well-po-
sitioned to meet cross-border compliance expectations. This alignment includes fostering trans-
parency, mitigating biases, and implementing proactive governance measures for Al systems de-
ployed in high-risk areas. In November 2023, the Swiss Federal Council has instructed the Federal
Department of Environment, Transport, Energy and Communications (DETEC) to identify poten-
tial approaches to regulating Al. This analysis is expected to be published in early 2025 and shall
serve as the basis to issue a concrete mandate for an Al regulatory proposal in 2025 and clarify
areas of responsibility.

Al Regulation in Financial Services

Within the financial services sector, the Swiss Financial Market Supervisory Authority (FINMA)
plays a pivotal role in overseeing Al applications. Although FINMA does not regulate Al technolo-
gies directly, its updated supervisory guidance emphasizes the critical need for robust governance,
risk management, and compliance frameworks to ensure that Al systems operate ethically and
transparently.

While FINMA's Guidance 08/2024 does not constitute formal regulation of Al applications in the
financial industry, it represents the Swiss supervisor's current level of thinking in the field and is
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2.2.3

2.2.4

2.3

closely scrutinized and typically adhered to by supervised institutions. Emphasizing a risk-based
approach, the guidance outlines expectations based on the scale and impact of Al applications and
as a consequence might call supervised institutions to consider to maintain centralized inventories
of all Al applications, detailing their purpose, risk profiles, and performance metrics, to align risk
management frameworks to address operational, IT, and legal risks associated with Al deploy-
ment, and to establish mechanisms to ensure the explainability of Al-driven decisions, particularly
in high-stakes applications such as AML, fraud detection, and credit scoring. By adhering to these
expectations, institutions can better align their Al initiatives with FINMA's supervisory priorities,
ensuring both compliance and operational resilience.

The emphasis on transparency and accountability aligns with both Swiss data protection laws and
international standards, such as the EU Al Act. These frameworks collectively underscore the im-
portance of mitigating risks while leveraging Al’s potential to enhance efficiency and accuracy in
financial services.

Specific Regulatory Considerations for Financial Compliance

In compliance functions like AML and KYC, Al technologies are widely used to streamline processes
and improve accuracy. However, their deployment introduces challenges related to data privacy,
transparency, and the potential for algorithmic bias. FINMA’s Guidance 08/2024 reinforces the
need for institutions to conduct regular monitoring activities to identify and mitigate biases in Al
systems, to ensure that data governance frameworks safeguard the integrity, accuracy, and rep-
resentativeness of data, and to provide mechanisms for individuals to challenge automated deci-
sions and request human intervention where necessary.

As mentioned, these expectations align with the principles set out in the EU Al Act, which catego-
rizes Al systems based on their potential risks and imposes stricter regulations on high-risk appli-
cations. Institutions operating across jurisdictions must align their compliance frameworks with
these evolving regulatory expectations — at home and abroad - to avoid penalties and maintain
trust.

Impact on the Use of Al in Financial Services

The regulatory environment significantly shapes the deployment of Al technologies in financial ser-
vices, particularly in high-risk areas such as AML and KYC. Key regulatory impacts include:

1. Enhanced Compliance Requirements: Institutions must ensure that their Al systems comply
with both Swiss and international standards, addressing requirements for transparency, ac-
countability, and data protection.

2. Focuson Transparency: Al-driven decisions must be explainable to regulators, customers, and
other stakeholders, fostering trust and accountability.

3. Risk Management: Al systems must be integrated into robust risk management frameworks
that address potential biases and ensure the fair treatment of all customers.

4. Innovation within Regulatory Boundaries: Regulations provide clear guidelines for responsi-
ble Al use, enabling institutions to innovate while ensuring compliance and consumer protec-
tion.

FINMA's Perspectives on Risks Imposed by Al in Finance

The Swiss Financial Market Supervisory Authority (FINMA) continues to play a pivotal role in en-
suring that financial institutions integrate advanced technologies like Artificial Intelligence (Al)
within a secure and transparent framework. In alignment with its principle-based, technology-neu-
tral regulatory approach, FINMA has elaborated on the risks posed by Al and recommended robust
governance and risk management measures, appropriate and relative to the risks imposed. This
chapter synthesizes key elements both from FINMA’s Risk Monitor 2023 and the recently pub-
lished FINMA Guidance 08/2024 to reflect the most current regulatory expectations.
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2.3.1

Key Risks Identified by FINMA

Governance and Accountability: FINMA emphasizes that the use of Al introduces complex govern-
ance challenges, particularly regarding accountability. Supervised institutions must ensure clear
lines of responsibility for Al applications, including those outsourced to third parties. The decen-
tralized development of Al within organizations can hinder consistency in standards and oversight.
To address this, FINMA now explicitly expects institutions to maintain a centrally managed inven-
tory of Al applications, accompanied by a robust risk classification framework. This inventory
should detail the purpose, data usage, testing processes, and potential risks associated with each
Al system.

Furthermore, institutions must establish clear accountability mechanisms for Al deployment and
operation. These mechanisms should define responsibilities across the lifecycle of Al applications,
from development to monitoring, and ensure that human operators retain ultimate oversight and
decision-making authority.

Risk Classification and Inventory Management: A recurring concern highlighted by FINMA is the
inconsistent definition and classification of Al applications across institutions. Some institutions
have narrowly defined Al, leading to incomplete inventories and risk assessments. Different to the
EU Al Act, FINMA does not designate specific Al applications as "high-risk" but leaves this determi-
nation to supervised institutions, following respective review activities if necessary. FINMA Guid-
ance 08/2024 underscores the necessity of a broad and consistent definition of Al, incorporating
both traditional and generative Al systems. Institutions must establish comprehensive criteria to
identify and categorize Al applications, focusing on materiality and risk exposure, including their
potential for regulatory non-compliance or reputational harm.

Data Quality and Model Robustness: The quality of data used in Al applications remains a corner-
stone of their reliability and compliance. FINMA’s supervisory observations reveal that many insti-
tutions lack stringent controls to ensure the integrity, accuracy, and representativeness of data.
Historical biases in training datasets and the use of unstructured or manipulated data pose signifi-
cant risks. Institutions are now required to implement robust data governance frameworks that
include comprehensive documentation of data sources, regular quality checks for completeness,
accuracy, and appropriateness, and mechanisms to monitor and mitigate data drift.

For model robustness, FINMA advocates for rigorous testing and monitoring, including stress tests,
sensitivity analyses, and validation against predefined performance indicators. Continuous model
updates are necessary to adapt to changing market conditions and emerging risks.

Explainability and Transparency: Al's complexity often leads to challenges in understanding and
explaining model decisions. FINMA emphasizes that explainability is critical for trust and account-
ability. Institutions must ensure that Al-driven outcomes are interpretable and can be communi-
cated effectively to stakeholders, including customers, auditors, and regulators. Documentation
should include detailed explanations of model logic, assumptions, and limitations, as well as
fallback solutions for handling erroneous or unexpected outcomes.

Independent Review and Oversight: A key addition in FINMA Guidance 08/2024 is the require-
ment for independent reviews of Al systemes, if applicable. These reviews should assess the appro-
priateness, reliability, and compliance of Al applications, with results incorporated into the deci-
sion-making process. Institutions must ensure that reviewers possess the necessary expertise and
independence from the development teams.

Operational and Outsourcing Risks: As institutions increasingly rely on third-party providers for Al
solutions, FINMA identifies significant operational and outsourcing risks. Institutions must imple-
ment robust due diligence processes for external vendors, ensuring that providers adhere to the
same governance and data standards expected internally. Contractual agreements should clearly
delineate responsibilities and liabilities, and additional controls should be established to monitor
outsourced Al applications.
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2.3.2

Addressing Discrimination and Fairness: Bias in Al models can lead to discriminatory outcomes,
particularly in areas like credit scoring and customer profiling. FINMA’s updated guidance man-
dates ongoing monitoring of Al systems to detect and mitigate biases. Institutions are expected to
incorporate fairness metrics into their testing frameworks and ensure compliance with ethical
standards to avoid unjustified discrimination.

Continuous Monitoring and Adaptation: Given the dynamic nature of Al technologies, FINMA
stresses the importance of continuous monitoring and adaptation. Institutions must establish per-
formance benchmarks and validation thresholds for Al systems, monitor input data changes to
identify and address data drift, and document and analyze instances of manual intervention or
overrides to identify systemic issues.

Key Implications for Swiss Financial Institutions

While FINMA's updated regulatory guidance does not constitute formal regulation of Al applica-
tions in the financial industry it imposes clear expectations on supervised institutions. Based on
the scale and impact of their Al applications they might be required to:

1. Develop Holistic Al Risk Management Frameworks: Institutions must maintain centralized Al
inventories with detailed documentation of purpose, data usage, and associated risks. Addi-
tionally, risk assessments must align with FINMA’s enhanced classification criteria for both
traditional and generative Al systems.

2. Strengthen Human Oversight Mechanisms: Despite Al’s growing autonomy, institutions must
ensure robust human oversight. This includes assigning accountability throughout the Al lifecy-
cle, from design and deployment to ongoing operations, ensuring decision-making processes
remain transparent and trustworthy.

3. Enhance Compliance and Transparency: Institutions need to align Al operations with FINMA’s
principles, emphasizing explainability, fairness, and reliability. This involves fostering internal
policies that reflect Swiss and international regulatory standards, including provisions for ad-
dressing potential biases in Al outputs.

4. Invest in Independent Reviews and Expertise: Institutions should integrate independent re-
views into their risk management processes. Upskilling employees and collaborating with ex-
ternal experts ensures that organizations remain equipped to manage the evolving complexi-
ties of Al technologies.

5. Implement Scalable Governance Structures: FINMA underscores the importance of scalable
governance frameworks that can adapt to the evolving scope and complexity of Al applica-
tions. These structures must include clear accountability for outsourced solutions and mecha-
nisms for monitoring compliance across all operational levels.

6. Foster Resilience Through Continuous Monitoring: Institutions must establish dynamic sys-
tems to track Al performance, ensuring prompt identification and mitigation of risks such as
data drift, model degradation, or emerging vulnerabilities. Regular stress testing and adapta-
tion processes will be essential for maintaining system reliability.

The risks identified by FINMA underscore the complexity of implementing Al technologies in the
financial sector. While Al holds the potential to revolutionize financial services by enhancing oper-
ational efficiency and decision-making accuracy, it also presents new challenges that financial in-
stitutions must manage carefully. By adhering to FINMA’s updated guidelines, Swiss financial insti-
tutions can responsibly integrate Al technologies, balancing innovation with risk management and
regulatory compliance. This approach not only enhances operational efficiency but also reinforces
the trust and integrity of the Swiss financial sector.
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2.4

2.4.1

2.4.2

Impact of the EU Artificial Intelligence Act (Al Act) on Switzerland's Financial Services and Com-
pliance

The European Union’s Artificial Intelligence Act (Al Act) represents a groundbreaking regulatory
initiative aimed at ensuring the safe, ethical, and transparent use of Al technologies across indus-
tries. While primarily an EU regulation, its extraterritorial scope significantly impacts non-EU enti-
ties, including Swiss financial institutions serving EU clients or utilizing Al systems affecting EU res-
idents. The recent FINMA Guidance 08/2024 complements these developments by providing spe-
cific guidance for Swiss institutions to align with evolving international standards.

Key Elements of the EU Al Act and Its Alignment with FINMA'’s Expectations

The EU Al Act adopts a risk-based approach to the regulation of Al systems, categorizing them into

four distinct levels based on the potential risks they pose to safety and fundamental rights (see

Figure 1):

1. Unacceptable risk — These Al systems, which may pose serious threats to safety and rights,
are banned.

2. Highrisk— Al systems in sectors like finance, including credit scoring, AML, and KYC, fall under
this category and are subject to stringent oversight. They must pass conformity assessments,
provide explainability, and have human oversight.

3. Limited risk — These systems face moderate transparency requirements, including informing
users of Al's involvement.

4. Minimal risk— No additional requirements apply to these systems, as their use is deemed safe.

Un

Medium

Figure 1: Risk Classification in EU Al Act

Consequently, high-risk Al applications, such as those used in financial compliance (e.g., Anti-
Money Laundering [AML] and Know Your Customer [KYC]), are subject to stringent oversight, in-
cluding conformity assessments, explainability requirements, and mandatory human oversight.
While FINMA refrains from explicitly designating specific Al applications as "high risk," leaving this
determination to supervised institutions following respective review, the outlined requirements of
the EU Al Act align closely with FINMA’s updated expectations in Guidance 08/2024, emphasizing
the importance of centralized inventories, thorough risk classification, and robust governance
mechanisms for Al systems.

Extraterritorial Application and Compliance Challenges for Swiss Institutions

The European Union’s Al Act introduces extraterritorial provisions that extend its influence far be-
yond EU borders, impacting Swiss financial institutions that interact with EU citizens, serve EU mar-
kets, or utilize Al systems with a material effect within the EU. This regulatory scope compels Swiss
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institutions to align their Al operations with the Act's stringent requirements, addressing chal-
lenges that go beyond domestic regulatory obligations. To comply effectively, Swiss financial insti-
tutions must prioritize several key aspects:

Transparency and Documentation: Transparency lies at the heart of the Al Act’s requirements.
Institutions must ensure that their Al systems provide clear, human-readable explanations for de-
cisions, particularly in sensitive areas like credit scoring, fraud detection, or investment advice. This
involves implementing robust documentation processes that detail (i) the purpose, logic, and op-
eration of Al models, (ii) data inputs, training methodologies, and potential limitations, and (iii)
mechanisms to explain decisions to non-technical stakeholders, including customers, regulators,
and auditors. Such transparency is critical not only for regulatory compliance but also for fostering
trust among clients and mitigating reputational risks. Swiss institutions should consider adopting
tools and frameworks that enable the systematic documentation and review of Al systems.

Risk Management and Monitoring: Al systems are inherently dynamic, making continuous moni-
toring and post-market surveillance essential to maintaining their integrity and performance. The
Al Act mandates proactive risk management practices to address: (i) Model Drift: Monitoring for
deviations in Al behavior as input data evolves over time, (ii) Bias: Detecting and mitigating biases
that may result in unfair or discriminatory outcomes, and (iii) Robustness: Ensuring that Al systems
remain reliable across varying conditions and unexpected scenarios. Swiss institutions must estab-
lish comprehensive monitoring frameworks that leverage advanced analytics and automated alert
mechanisms to detect potential issues in real time. Additionally, FINMA’s complementary guidance
in Guidance 08/2024 emphasizes the importance of integrating these practices into centralized
governance structures to enhance consistency and efficiency.

Human Oversight: Despite the increasing sophistication of Al systems, the Al Act underscores the
necessity of maintaining human involvement in critical decision-making processes. Institutions
must design their governance frameworks to ensure that (i) human operators retain accountability
for Al-driven decisions, (ii) Al outputs are subject to human validation, particularly in high-stakes
scenarios such as loan approvals or regulatory compliance reviews, and (iii) clear escalation paths
are established for addressing unexpected outcomes or ethical concerns. By embedding human
oversight into the lifecycle of Al applications, institutions can mitigate the risks of over-reliance on
Al and safeguard against errors or unintended consequences.

Integration into Swiss Governance Frameworks: The requirements outlined in the Al Act align
closely with FINMA’s expectations for Swiss financial institutions. FINMA’s Guidance 08/2024 rein-
forces the need for Swiss institutions to integrate transparency, monitoring, and human oversight
into their governance structures. Institutions are encouraged to (i) maintain centralized invento-
ries of Al systems, detailing their purposes, risks, and compliance measures, (ii) conduct regular
risk assessments that incorporate the unique challenges posed by cross-border operations, and
(iii) collaborate with both Swiss and EU regulators to ensure alignment and clarify compliance ex-
pectations.

Strategic Alignment and Operational Resilience: For Swiss financial institutions, addressing these
extraterritorial challenges is not merely a compliance exercise but an opportunity to enhance op-
erational resilience and strategic positioning. Institutions that successfully integrate these require-
ments into their operations are able to build stronger customer trust by demonstrating ethical and
transparent Al practices, leverage robust governance frameworks to adapt more easily to future
regulatory changes, and strengthen their competitive edge in both domestic and international
markets by showcasing leadership in responsible Al adoption.

In summary, the extraterritorial provisions of the Al Act present both challenges and opportunities
for Swiss financial institutions. By aligning with the Act’s requirements and FINMA’s complemen-
tary guidance, institutions can navigate these complexities effectively, ensuring compliance while
enhancing their capacity to innovate and operate in a rapidly evolving regulatory environment.
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2.4.3

Operational Adjustments and Strategic Realighments

To meet the dual demands of the EU Al Act and FINMA’s updated supervisory expectations, Swiss
financial institutions must embark on significant operational adjustments and strategic realign-
ments. These efforts are essential not only for compliance but also for enhancing organizational
resilience and readiness in a rapidly evolving regulatory landscape. Institutions must focus on three
critical areas:

Developing Comprehensive Al Inventories: A cornerstone of both the EU Al Act and FINMA Guid-
ance 08/2024 is the requirement for a detailed inventory of Al systems. This inventory serves as a
centralized repository for documenting all Al applications within an institution, covering:

= Purpose: Clearly defined use cases for each Al system, whether for fraud detection, risk as-
sessment, or customer profiling.

= Risk Profiles: Detailed analyses of potential operational, reputational, and compliance risks
associated with each application.

=  Performance Metrics: Ongoing documentation of key performance indicators (KPls) to track
model accuracy, reliability, and fairness over time.

Institutions must implement robust processes to keep these inventories up to date, ensuring that
new applications are seamlessly integrated, and risks are systematically assessed. This practice not
only supports compliance but also facilitates transparency and informed decision-making.

Aligning Risk Management Frameworks: Al introduces unique risks that extend beyond traditional
operational and IT concerns, requiring institutions to enhance their existing risk management
frameworks. These frameworks should address:

= Operational Risks: Including the potential for model failure, data inaccuracies, or integration
issues with legacy systems.

= |T Risks: Such as vulnerabilities in Al infrastructure, cybersecurity threats, and system down-
time.

=  Legal Risks: Encompassing compliance with evolving regulatory requirements and potential
liabilities arising from Al-driven decisions.

To mitigate these risks, institutions should adopt a holistic approach, incorporating regular risk
assessments, stress testing, and validation procedures. Alignment with FINMA's recommendations
on centralized governance ensures that these measures are consistently applied across all Al sys-
tems.

Adopting Scalable and Adaptive Solutions: Scalability is essential for ensuring that Al initiatives
can grow without compromising compliance or operational stability. Modular architectures and
adaptive frameworks enable institutions to:

= Seamlessly Integrate New Use Cases: By leveraging reusable components and APls, institu-
tions can efficiently expand their Al capabilities.

=  Maintain Compliance at Scale: Adaptive frameworks allow for the incorporation of new reg-
ulatory requirements without overhauling existing systems.

=  Enhance Flexibility: Modular solutions make it easier to adapt Al applications to evolving busi-
ness needs and technological advancements.

Institutions should also invest in advanced monitoring tools and automation to manage scalability
effectively, ensuring that performance, reliability, and compliance are maintained as Al systems
expand.
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2.4.4

Strategic Realignments for Long-Term Success: Operational adjustments must be complemented
by broader strategic realighments to embed Al compliance and governance into the institution’s
core philosophy. This includes:

=  Fostering a Compliance-First Culture: Encouraging proactive engagement with regulatory re-
qguirements and promoting accountability across all levels of the organization.

= Upskilling Workforce: Ensuring employees have the expertise to manage and operate Al sys-
tems responsibly, aligning with FINMA’s emphasis on human oversight and independent re-
views.

=  Collaborating with Stakeholders: Engaging regulators, technology providers, and academic
partners to ensure alignment with best practices and access to cutting-edge solutions.

By implementing these operational adjustments and strategic realignments, Swiss financial insti-
tutions can navigate the complexities of Al adoption while maintaining compliance and strength-
ening their competitive positioning. These efforts not only address immediate regulatory chal-
lenges but also lay the groundwork for sustainable innovation and growth in the digital era.

Implications for Swiss Financial Institutions

The integration of FINMA's updated supervisory expectations and the stringent requirements of
the EU Al Act presents a transformative challenge for Swiss financial institutions. Successfully nav-
igating this convergence requires proactive measures that address compliance, operational adjust-
ments, and strategic alignment. By doing so, institutions can not only meet regulatory expectations
but also position themselves as leaders in ethical and innovative Al adoption.

Cross-Border Compliance — Bridging Swiss and EU Regulatory Standards: The dual demands of
Swiss and EU regulations necessitate meticulous alignment to ensure Al systems operate seam-
lessly across jurisdictions. Swiss institutions must implement robust mechanisms to guarantee:

= Regulatory Consistency: Al systems should adhere to Swiss principles, such as those outlined
in FINMA Guidance 08/2024, while simultaneously meeting EU requirements for transparency,
risk management, and data protection.

=  Avoidance of Penalties: Preemptive compliance reduces the risk of sanctions or operational
disruptions stemming from regulatory breaches in either jurisdiction.

= Operational Resilience: Cross-border compliance frameworks must be agile enough to adapt
to evolving regulatory landscapes, ensuring sustained functionality and reliability.

Prioritizing Explainability and Fairness: The ethical use of Al is central to both FINMA'’s and the Al
Act’s frameworks. In order to strengthen regulatory compliance and support long-term trust in Al-
driven operations, institutions must focus on designing systems that:

=  Promote Explainability: Al decisions, particularly those affecting customers—such as credit
approvals or investment recommendations—must be transparent and interpretable. This en-
sures that decisions can be explained in clear, non-technical terms to customers, regulators,
and other stakeholders.

=  Mitigate Biases: By incorporating fairness metrics and conducting regular audits, institutions
can identify and address potential biases in Al systems, ensuring equitable outcomes across
demographic groups.

=  Foster Trust: Transparent and fair Al systems enhance stakeholder confidence, reinforcing the
institution’s reputation for ethical practices.
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Enhanced Collaboration with Regulators: Proactive and sustained engagement with regulators is
essential for ensuring that Al initiatives align with both FINMA’s supervisory expectations and the
EU Al Act. This collaboration involves:

Clarifying Obligations: Institutions should actively seek guidance on ambiguous compliance
requirements, reducing uncertainty and fostering mutual understanding with regulators.

Demonstrating Commitment: Regularly sharing progress on Al compliance initiatives signals
a proactive stance, helping institutions build positive relationships with supervisory authori-
ties.

Leveraging Insights: Participation in regulatory discussions allows institutions to anticipate up-
coming changes and adapt their strategies accordingly.

Strategic Positioning in a Global Market: By aligning with these regulatory frameworks, Swiss fi-
nancial institutions can achieve significant competitive advantages, including:

Enhanced Transparency: Clear documentation and communication of Al processes not only
meet regulatory demands but also attract clients who value ethical and transparent financial
services.

Risk Mitigation: Comprehensive compliance frameworks reduce the likelihood of reputational
and operational risks associated with Al adoption.

Leadership in Innovation: Institutions that embrace these frameworks are well-positioned to
lead the global financial services market, leveraging Al to deliver innovative and trustworthy
solutions.

In conclusion, the convergence of FINMA’s updated expectations and the EU Al Act requires Swiss
financial institutions to adopt a comprehensive and proactive approach. By prioritizing cross-bor-
der compliance, ethical Al use, and collaborative regulatory engagement, institutions can not only
meet these challenges but also capitalize on opportunities to strengthen their market positioning
and drive sustainable growth.
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Penalties for Non-Compliance with EU Al Act

The EU Al Act sets out significant penalties for non-compliance, which can impact both EU-
based and non-EU entities, including Swiss financial service providers that operate in the EU
market or affect EU residents with their Al systems.

1. Fines for High-Risk and Prohibited Al Systems:

= For non-compliance with the provisions on high-risk Al systems (e.g., Al used in
AML/KYC functions or credit scoring), penalties can reach up to €20 million or 4% of
the company’s total worldwide annual turnover, whichever is higher. This applies if
the Al system is deployed without undergoing the necessary conformity assessments
or without adhering to mandatory transparency and risk management requirements
(EU Al Act, Article 71).

= Using prohibited Al systems (those classified under the "unacceptable risk" category,
such as systems that violate fundamental rights) can also result in the same financial
penalties.

2. Failure to Cooperate with Authorities:

= Companies, including Swiss financial institutions, that fail to cooperate with EU regu-
latory authorities or fail to provide required information during investigations may
face penalties of up to €10 million or 2% of their worldwide annual turnover, depend-
ing on the nature of the violation (Article 71, EU Al Act).

3. Incorrect or Misleading Information:

= Providing false or misleading information during the conformity assessment or regu-
latory review process can result in fines up to €10 million or 2% of worldwide turno-
ver.

Implications for Swiss Financial Service Providers

= Swiss financial service providers, particularly those offering cross-border services or
utilizing Al technologies that influence EU citizens, must ensure full compliance with
the EU Al Act’s requirements for high-risk systems, such as AML and KYC tools. Non-
compliance with these provisions will subject them to the same penalties as EU-based
entities, which can be financially devastating given the significant turnover-based
fines.

= Given the extraterritorial scope of the Al Act (Article 2), even Al systems developed
and deployed in Switzerland but affecting individuals or businesses within the EU fall
under the Act's purview. Therefore, Swiss financial institutions must ensure that their
Al systems undergo the necessary conformity assessments and adhere to transpar-
ency, explainability, and human oversight standards to avoid such penalties.

= Swiss financial service providers must take proactive steps to comply with the EU Al
Act, especially when using Al systems classified as high-risk. The potential fines for
non-compliance, particularly for failing to meet conformity assessment requirements
or deploying prohibited Al systems, are substantial and can reach €20 million or 4% of
global turnover, making compliance essential for institutions operating in both Swiss
and EU markets.
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3. Application of Al in the Swiss Financial Industry — Analysis of Al Use Cases

3.1

3.1.1

In recent years, the Swiss financial industry has increasingly embraced artificial intelligence (Al) to
enhance operational efficiency, improve compliance, and drive innovation. This chapter provides
an in-depth analysis of selected Al use cases within the industry, focusing on both compliance and
non-compliance functions. The insights are drawn from a survey conducted with SFTI member
companies, which aimed to gather input on decision-making approaches, implementation models,
success factors, and challenges encountered. This forms the basis for understanding how Al is be-
ing applied across various functions within Swiss financial institutions.

Survey Overview — Focus Areas and Key Findings

To gather comprehensive data, a survey was conducted among SFTI members, targeting both com-
pliance and other operational functions (and deliberately excluding Al uses cases in client advisory,
as these have been part of separate studies and whitepapers). This survey aimed to understand
the practical applications of Al, with a focus on decision-making processes, implementation strat-
egies, and the factors influencing success and challenges. The survey achieved a 100% response
rate from Sounding Board members and additional input from two member companies, totaling
responses from eight SFTI member companies, and providing details on 21 Al use cases imple-
mented by the responding member companies.

Focus Areas

= Al Use Cases in Compliance vs. Non-Compliance: The analysis revealed that 24% of Al use
cases are related to compliance functions. Despite this differentiation, the framework devel-
oped does not distinguish between compliance and non-compliance use cases, as this is not a
critical factor for its application (see Figure 2).

= Decision-Making and Implementation Models: Insights into how institutions decide on and
implement Al projects, including any differences in life-cycle models, were gathered.

= Key Success Factors and Challenges: Identification of what drives success and what obstacles
are commonly faced in implementing Al solutions.

Al Use Cases

Alin

Compliance
24%

Figure 2: Al Use Cases in Compliance vs. Non-Compliance
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3.1.2

3.2

Key Findings

= Decision-Making Approaches: Institutions employ structured frameworks for identifying high-
value use cases, often starting with proof-of-concept (PoC) validations to assess feasibility and
potential ROI.

= Implementation Models: A phased approach is common, involving stages from discovery to
full deployment. Agile methodologies like the Scaled Agile Framework (SAFe) are frequently
used to ensure flexibility and adaptability.

= Success Factors: Strategic alignment with business goals and robust internal capabilities are
critical. Governance frameworks ensure compliance with regulatory standards.

=  Challenges: Knowledge gaps remain a significant barrier, alongside privacy concerns and reg-
ulatory complexities. Cultural resistance and integration with legacy systems also pose chal-
lenges.

This underscores the strategic importance of Al in transforming Swiss financial institutions. By un-
derstanding decision-making processes, implementation strategies, success factors, and chal-
lenges, institutions can better navigate their Al journeys. The insights gained will guide the devel-
opment of a scalable Al framework tailored to the unique needs of the Swiss financial sector. De-
tailed findings and recommendations based on these insights are part of the subsequent sections
of this report, details of the reported Al use cases can be found in the appendix (see Table 17).

Findings related to "Al Categories"

The categorization of the 21 Al use cases reported by the SFTI members highlights the history and
current trends in leveraging specialized Al technologies within the financial industry. These use
cases were classified into three primary categories: Machine Learning (ML), Generative Al
(GenAl), and Large Language Models (LLM).! The distribution reflects the varying capabilities of
these technologies and their alignment with specific task requirements (see Figure 3).

=  Machine Learning ML (67%):
ML dominates the landscape, accounting for 67% of the use cases. This category is widely ap-
plied to tasks requiring structured data analysis, including classification, regression, and anom-
aly detection. Examples include fraud detection, marketing segmentation, customer identifi-
cation, and trade surveillance. ML's versatility and proven effectiveness in handling structured
datasets make it the backbone of Al applications in finance.

= Generative Al GenAl (19%):
GenAl is utilized in 19% of the use cases, particularly where generative capabilities are re-
quired. This includes tasks such as summarization, transcription of customer calls, and conver-
sational interfaces like chatbots or Al-driven assistants integrated into productivity tools. Its
ability to generate coherent and contextually relevant text makes it ideal for customer-facing
or communication-focused applications.

= Large Language Models LLM (14%):
LLMs are employed in 14% of the use cases and are preferred for text-heavy tasks. These in-
clude sentiment analysis, document processing, and powering advanced conversational
agents such as voice- and chatbots. LLMs excel in understanding and generating natural lan-
guage, making them valuable for applications requiring deep linguistic comprehension.

The breakdown of Al categories demonstrates how financial institutions strategically deploy differ-
ent Al technologies based on task complexity and data types. Machine Learning remains the most

1The category "Generative Al (GenAl)" refers to Al applications that generate human-like text and engage in conversational
interactions, such as chatbots and virtual assistants. While these applications rely on large language models (LLMs) in the
background, they are categorized separately from "LLM" applications, which focus on non-interactive text processing tasks
like document analysis and sentiment classification.

30.01.2025 2025 SFTland OST 22/66



3.3

prevalent due to its robust capabilities for structured data processing, while GenAl and LLMs are
increasingly adopted for tasks involving unstructured text or conversational interfaces.

Al Categories Applied

GenAl . 19%

LLM 14%

Figure 3: Distribution of Al categories applied in use cases (dark blue: Compliance use cases)

This distribution underscores the evolving adoption patterns of Al technologies in finance, with ML
leading as a foundational tool and applications being used for many years already, and generative
models like GenAl and LLMs gaining traction for more advanced or specialized applications.

Findings related to "Achieved or Intended Benefits"

The analysis of the 21 Al use cases reported by SFTI members reveals a diverse range of achieved
or intended benefits. These benefits reflect the strategic priorities of financial institutions in lever-
aging Al technologies to enhance operational efficiency, reduce costs, and improve decision-mak-
ing processes. The distribution of these benefits is summarized in the graph below (see Figure 4;
multiple categories were applied), and the findings can be summarized as follows:

1. Operational Efficiency (86%):
The most frequently reported benefit, operational efficiency, is cited in 86% of the use cases.
Al applications are streamlining processes, automating repetitive tasks, and reducing manual
intervention. For example, fraud detection systems and customer onboarding solutions signif-
icantly enhance process speed and accuracy, allowing institutions to allocate resources more
effectively.

2. Cost Reduction (71%):
Cost reduction ranks as the second most common benefit, reported in 71% of the use cases.
Al-driven automation minimizes labor-intensive processes and operational costs while improv-
ing scalability. Applications such as Al-based chatbots and document processing tools exem-
plify how financial institutions achieve cost savings by replacing or augmenting traditional
workflows.

3. Risk Management and Compliance (33%):
One-third of the use cases emphasize improved risk management and compliance as a key
benefit. Al systems are being deployed to detect fraudulent activities, monitor trading pat-
terns for market manipulation, and ensure adherence to regulatory requirements. These ca-
pabilities help institutions mitigate risks while maintaining trust and compliance with legal
frameworks.

4. Customer Experience and Satisfaction (33%):
Enhancing customer experience is another priority, cited in 33% of the use cases. Al applica-
tions such as chatbots, sentiment analysis tools, and personalized marketing models enable
institutions to provide tailored services and faster responses to customer needs, thereby im-
proving satisfaction levels.

5. Decision-Making Accuracy (29%):
Nearly one-third of the use cases report improvements in decision-making accuracy as a ben-
efit. By leveraging machine learning models and advanced analytics, financial institutions can
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make data-driven decisions with greater precision, particularly in areas like fraud detection,
credit scoring, and investment strategies.

6. Data Insights and Analytics (29%):
Another 29% of use cases highlight enhanced data insights as a key outcome. Al applications
enable organizations to extract actionable insights from vast datasets, providing a deeper un-
derstanding of customer behavior, market trends, and operational performance.

7. Scalability and Adaptability (19%):
Scalability is cited as an intended benefit in 19% of the use cases. Al technologies allow finan-
cial institutions to handle increasing volumes of transactions or data without proportional in-
creases in resources or costs, enabling them to adapt quickly to changing market demands.

8. Revenue Generation and Upselling (5%):
A smaller proportion (5%) of use cases focus on revenue generation through upselling oppor-
tunities or new product offerings enabled by Al tools such as recommendation engines or pre-
dictive analytics models.

The distribution of benefits reflects a clear prioritization of operational efficiency and cost reduc-
tion across financial institutions. These two benefits dominate because they directly address core
business objectives such as reducing overheads and improving productivity. Secondary benefits
like risk management, customer satisfaction, decision-making accuracy, and data insights demon-
strate how Al is also being used strategically to enhance service quality and mitigate risks.

Al Use Case Benefits

Operational Efficiency 86%

Cost Reduction 71%

Risk Management and Compliance 33%
Customer Experience and Satisfaction 33%
Decision-Making Accuracy 29%
Data Insights and Analytics 29%

Scalability and Adaptability 19%

Revenue Generation and Upselling 5%

Figure 4: Distribution of Achieved or Intended Benefits of Al Use Cases (dark blue: Compliance use cases)

The reported benefits underscore the transformative potential of Al in finance. While operational
efficiency and cost reduction remain primary drivers for adoption, secondary benefits like im-
proved compliance, customer satisfaction, and decision-making accuracy highlight the broader
strategic value that Al brings to financial institutions. This distribution also suggests that as organ-
izations mature in their Al adoption journey, they may increasingly focus on advanced benefits like
revenue generation and scalability to maintain competitive advantages in dynamic markets.

Findings related to "Use Case Life-Cycle"

The analysis of the 21 Al use cases reported by SFTI members provides insights into the life cycle
stages of Al implementations in financial institutions. These stages reflect the maturity of Al pro-
jects, ranging from ideation to full deployment and scaling. The distribution of use cases across
these stages is summarized in the graph below (see Figure 5; percentages have been rounded for
clarity, and as a result, the total may slightly exceed 100%.), the findings related to the key life cycle
stages indicated are as follows:
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1. Pilot Testing (43%):
The largest proportion of use cases (43%) are in the pilot testing phase. At this stage, organi-
zations validate the feasibility, performance, and impact of Al solutions on a smaller scale be-
fore committing to full deployment. Pilot testing allows institutions to identify potential issues,
refine models, and ensure alignment with business objectives while minimizing risks.

2. Full Deployment and Integration (29%):
Nearly one-third of the use cases have progressed to full deployment and integration within
operational systems. This stage involves embedding Al solutions into existing workflows, en-
suring seamless interaction with legacy systems, and meeting compliance and security stand-
ards. Successful integration often requires collaboration across multiple departments, such as
IT, risk management, and business units.

3. Scaling and Optimization (19%):
A smaller proportion of use cases (19%) have reached the scaling and optimization phase. This
stage focuses on expanding the Al solution's scope across different business areas or geogra-
phies while improving its efficiency and accuracy through iterative refinements. Scalability is
critical for maximizing the return on investment (ROI) of Al applications.

4. Ideation and Feasibility Analysis (5%):
Only 5% of use cases are in the initial ideation and feasibility analysis stage. This phase involves
identifying potential Al opportunities, assessing their alignment with organizational goals, and
determining technical feasibility.

5. Development and Prototyping (5%):
Another 5% of use cases are in the development and prototyping phase, where initial models
or prototypes are built to test core functionalities before moving to pilot testing.

6. Maintenance and Monitoring (0%):
None of the reported use cases have yet reached the maintenance and monitoring phase. This
stage typically involves ensuring continuous performance, addressing issues, retraining mod-
els with new data, and adapting to evolving business needs.

7. End-of-Life or Decommissioning (0%):
Similarly, no use cases have entered the end-of-life or decommissioning phase, which involves
retiring outdated or underperforming Al systems.

The distribution highlights that most organizations are still in exploratory or early implementation
stages, with a strong focus on pilot testing. This reflects a cautious approach to adopting Al tech-
nologies in finance, prioritizing validation before large-scale investments. The relatively small pro-
portion of use cases in scaling or optimization stages suggests that Al adoption is still maturing
within many institutions.
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Use Case Life Cycle

Ideation and Feasibility Analysis 5%

Development and Prototyping 5%

Full Deployment and Integration - 29%

Scaling and Optimization 19%
Maintenance and Monitoring 0%

End-of-Life or Decommissioning 0%

Figure 5: Distribution of Al Use Case Life Cycles (dark blue: Compliance use cases)

The life cycle distribution underscores a measured approach to Al adoption in financial institutions.
While pilot testing dominates as organizations validate their solutions, there is significant progress
toward full deployment and scaling for broader impact. As institutions gain experience with Al
technologies, future trends may show increased activity in maintenance and optimization phases
as solutions mature and deliver sustained value over time.

Decision Making Approaches for Al Use Cases

In the context of this study, "decision making approaches" relate to the internal process of " iden-
tifying and approving Al applications". The decision-making approaches reported by SFTI members
highlight varying levels of maturity, governance, and stakeholder involvement. These approaches
reflect how financial institutions balance innovation with compliance and risk management. The
distribution of decision-making models, as shown in the graph below (see Figure 6), provides fur-
ther insights into the prevalence of Al-specific frameworks. The key insights related to the decision-
making approaches are as follows:

1. Al-Specific Decision Models (37.5%):
A minority of institutions (37.5%) reported using Al-specific decision-making models. These
frameworks are tailored to address the unique challenges of Al, such as compliance with eth-
ical and regulatory standards, data security concerns, and the need for transparency in algo-
rithmic outputs. Institutions adopting Al-specific models often emphasize structured innova-
tion processes, proof-of-concept (PoC) validation, and cross-functional collaboration.

2. General Decision Models (62.5%):
The majority of institutions (62.5%) do not use Al-specific decision-making frameworks. In-
stead, they treat Al projects similarly to other IT or business initiatives. While this approach
simplifies integration into existing governance structures, it may lack the rigor required to ad-
dress the complexities of Al technologies.
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Al-Specific Decision Model

no
62.5%

Figure 6: Al-Specific Decision Model

The reported decision-making approaches reveal a spectrum of practices ranging from general
frameworks to highly structured Al-specific models. As a general principle, institutions leveraging
tailored approaches are better positioned to address the unique challenges of Al adoption while
ensuring compliance and maximizing value. As financial institutions continue their journey toward
digital transformation, adopting best-in-class decision-making frameworks will be critical for
achieving sustainable success with Al technologies.

The following common themes related to the decision-making approaches related to Al implemen-
tations have been shared through the survey:

= Structured and Strategic Processes:
Companies 1 and 4 adopt structured frameworks that focus on innovation screening and PoC
validation to assess the feasibility, desirability, and strategic alignment of Al applications.
These processes help prioritize high-value use cases while minimizing risks.

=  Governance and Compliance:
Companies 4, 7, and 8 emphasize robust governance processes to ensure compliance with
internal policies and external regulations (e.g., EU Al Act). This includes additional due dili-
gence steps for Al applications to address security and risk concerns.

= Decentralized vs. Centralized Decision-Making:
Company 6 employs a decentralized approach where individual departments lead decision-
making under the oversight of a Chief Data Officer. In contrast, Companies 7 and 8 involve
centralized governance bodies alongside cross-functional teams to ensure consistency.

=  Use-Case or Business-Case Driven Approaches:
Companies 1 and 8 evaluate Al applications based on their potential business impact, ensuring
alignment with organizational objectives.

=  Lack of Defined Processes:
Some institutions (e.g., Companies 2, 3, and 5) lack formalized decision-making processes for
Al applications, treating them as general technology projects without unique considerations.

Based on the responses given and insights shared, the following strategies for decision making
related to the application of Al seem to be especially successful (see Table 1):
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Best-Practice Strategies for Decision-Making

1. Innovation =  |dentify high-value opportunities through structured processes or
Screening use-case evaluations.

2. Proof-of-Concept | = Conduct PoCs or pilots to assess feasibility, ROl potential, strate-
Validation gic fit, and compliance.

= |mplement robust governance structures to ensure adherence to

3. Governance . . .
legal requirements (e.g., data protection laws) and ethical stand-

Frameworks
ards.
4. Cross-Functional =  Engage diverse teams such as IT/cloud experts, legal/compliance
Stakeholder departments, risk managers, procurement teams, SMEs, and
Involvement business leaders.

5. Central Oversight | * Allow departments to lead implementation while maintaining
with Decentral- centralized oversight for consistency.
ized Execution

6. Iterative = Use iterative processes to refine Al applications based on feed-
Refinement back from pilots or early implementations.

Table 1: Best-Practice Strategies for Decision-Making

3.6 Al-Specific Implementation Approaches

The analysis of the implementation approaches in the 21 Al use cases reveals that only a small
proportion of financial institutions have adopted Al-specific implementation models. The distribu-
tion, as shown in the graph below (see Figure 7), highlights a significant reliance on general IT or
project management frameworks.

Al-specific Implementation Approach

no
87.5%

Figure 7: Al-Specific Implementation Approach

3.6.1 Key Insights related to Al-specific Implementation Approaches

1. Al-Specific Implementation Approaches (12.5%):
Only 12.5% of institutions reported using a dedicated Al-specific implementation approach.
These organizations recognize the unique challenges posed by Al projects, such as compliance
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3.6.2

with ethical and regulatory standards, data security concerns, and the need for iterative re-
finement. Al-specific approaches often include tailored governance frameworks, proof-of-con-
cept (PoC) validation, and cross-functional collaboration to ensure successful deployment.

2. General Implementation Approaches (87.5%):
The majority of institutions (87.5%) treat Al projects similarly to other IT or business initiatives,
relying on existing implementation models. While this approach simplifies integration into es-
tablished processes, it may lack the rigor required to address the complexities of Al technolo-
gies, such as transparency in algorithmic decision-making or scalability challenges.

The dominance of general implementation approaches suggests that many financial institutions
are still in the early stages of their Al adoption journey. The lack of tailored frameworks could
hinder their ability to fully address the risks and opportunities associated with Al. However, insti-
tutions with Al-specific models are better positioned to manage these complexities and maximize
value from their Al investments.

As such, the low adoption rate of Al-specificimplementation approaches highlights an opportunity
for financial institutions to enhance their readiness for complex Al projects. By integrating tailored
methodologies into their implementation processes, organizations can better navigate the chal-
lenges of Al adoption while achieving greater operational efficiency and compliance. As the finan-
cial industry matures in its use of Al technologies, a shift toward more specialized frameworks is
likely to emerge.

Based on the responses given and insights shared, the following strategies for implementing Al use
cases seem to be especially successful (see Table 2):

Best-Practice Strategies for Al-Specific Implementation Approaches

=  Establish governance structures that address data protection,

1. Tailored Govern- . . ) . i
ethical considerations, and regulatory compliance specific to Al

ance Frameworks

applications.
2. Iterative Devel- = Use PoCs and pilots to validate feasibility and refine solutions be-
opment Models fore full-scale deployment.

= Involve diverse stakeholders such as IT teams, compliance offic-
ers, risk managers, and subject matter experts throughout the im-
plementation process.

3. Cross-Functional
Collaboration

4. Scalability and =  Design solutions with scalability in mind and implement continu-
Monitoring ous monitoring mechanisms to ensure sustained performance.

Table 2: Best-Practice Strategies for Al-Specific Implementation Approaches

Deep Dive: Implementation Approaches for Al Use Cases

The implementation approaches reported by SFTI members for Al applications in financial institu-
tions reveal varying levels of standardization, governance, and agility. These approaches reflect the
diverse ways organizations address the complexities of Al adoption while ensuring compliance,
scalability, and alignment with strategic goals. The distribution of implementation approaches, as
shown in the graph below (see Figure 8; percentages have been rounded for clarity, and as a result,
the total may slightly exceed 100%), provides insights into the prevalence of specific methodolo-
gies.
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3.6.3

3.6.4

Key Insights related to Specific Implementation Approaches for Al Use Cases

1.

Proof-of-Concept (PoC) and Iterative Models (38%):

A significant proportion of institutions (38%) rely on PoC and iterative models to validate the
feasibility of Al use cases. This approach helps identify technical and business gaps early in the
process, allowing for iterative refinements before full deployment. For example, Company 1
emphasizes starting with PoCs to ensure alignment with business objectives.

Standardized Frameworks (25%):

About 25% of institutions adopt standardized frameworks such as the Scaled Agile Framework
(SAFe). These frameworks provide a structured approach applicable to both Al and non-Al pro-
jects, ensuring consistency across implementations. Companies 4 and 5 exemplify this ap-
proach with their universal and phased models, such as "Discovery -> Definition -> Develop-
ment -> Deployment -> Distribution."

Compliance-Focused Models (19%):

Compliance-focused approaches account for 19% of implementations. These models include
additional steps for security, quality assurance, and adherence to regulatory standards. For
instance, Company 7 employs dedicated tracking processes and forums to ensure transpar-
ency and compliance throughout the Al life cycle.

General IT Project Models (13%):

Institutions treating Al applications similarly to general IT projects represent 13% of the use
cases. These organizations often lack specialized Al frameworks but aim to integrate Al into
existing governance structures. Companies 2 and 8 illustrate this approach while building in-
ternal Al capabilities with external support.

Data Governance-Centric Models (6%):

A smaller proportion (6%) of institutions prioritize data governance as a core focus during im-
plementation. For example, Company 3 plans to address data governance comprehensively as
part of its broader Al strategy starting in 2025.

Implementation Approaches

Proof-of-Concept (PoC) and Iterative Models 38%

Standardized Frameworks

25%

Compliance-Focused Models 19%

General IT Project Models 13%

Data Governance-Centric Models

6%

Figure 8:Distribution of Implementation Approaches

Common Themes in Implementation Approaches

Discovery and PoC Phase:
Institutions emphasize identifying high-value use cases through PoCs or pilots to validate fea-
sibility and identify potential gaps.

Governance and Oversight:
Governance frameworks like the Three Lines of Defense (3LoD) are commonly applied to en-
sure compliance, risk management, and transparency.
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=  Agile Practices:
Agile methodologies such as SAFe are adopted for flexibility and adaptability during imple-
mentation.

= Compliance Integration:
Security, quality assurance, and adherence to regulatory standards are integral to many im-
plementation models.

The distribution highlights that PoC-based iterative models dominate implementation approaches
(38%), reflecting a cautious yet flexible strategy to validate Al solutions before scaling them. Stand-
ardized frameworks (25%) also play a significant role, offering consistency across projects. Compli-
ance-focused models (19%) underscore the importance of adhering to regulatory requirements in
financial institutions.

The reported implementation approaches highlight a mix of PoC-driven experimentation, stand-
ardized frameworks, compliance integration, and agile practices tailored to financial institutions'
needs. As organizations mature in their Al adoption journey, combining these elements into a co-
hesive framework will be critical for ensuring scalability, compliance, and sustained value delivery
from Al applications.

Key Success Factors for Al Use Cases

The analysis of the 21 Al use cases reported by SFTI members highlights several key success factors
that contribute to the effective implementation of Al applications in financial institutions. These
factors reflect the strategic, technical, and organizational considerations required to maximize the
value of Al initiatives. The distribution of these success factors, as shown in the graph (see Figure
9; multiple categories were applied), and provides insights into their relative importance, and high-
lights specific key success factors, as follows:

1. Strategic Alignment and Business Value (67%):
Strategic alignment is one of the most frequently cited success factors, with 67% of use cases
emphasizing its importance. Institutions prioritize aligning Al projects with business objectives
and ensuring that measurable value—such as cost savings or revenue generation—is deliv-
ered. Proof-of-concept (PoC) validation is often used to confirm feasibility and expected out-
comes.

2. Internal Capabilities and Know-How (67%):
Building internal expertise is equally critical, with 67% of use cases highlighting the need for
skilled teams to design, develop, and manage Al solutions. Institutions stress reducing reliance
on external providers by investing in training programs and fostering a culture of continuous
learning.

3. Governance, Compliance, and Ethical Standards (50%):
Half of the use cases emphasize the importance of robust governance frameworks to ensure
compliance with regulatory requirements (e.g., data protection laws) and ethical standards.
Transparency and explainability in Al systems are also highlighted as essential for building trust
among stakeholders.

4. Data Quality and Availability (33%):
High-quality data is identified as a foundational element for successful Al applications in 33%
of use cases. Ensuring data availability, accuracy, and reusability is crucial for training reliable
models and generating actionable insights.

5. Stakeholder Engagement and Collaboration (33%):
Early involvement of cross-functional teams—including compliance officers, legal experts, IT
specialists, and business leaders—is cited in 33% of use cases. This collaboration ensures that
Al projects address diverse organizational needs while fostering buy-in from key stakeholders.
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6. Change Management (33%):
Managing organizational change is another critical factor mentioned in 33% of use cases. In-
stitutions highlight the need for tailored training programs and proactive communication
strategies to drive user adoption and overcome resistance to new technologies.

7. Technology Readiness (17%):
Technology readiness is identified as a success factor in 17% of use cases. This includes select-
ing appropriate tools, ensuring cloud infrastructure readiness, and designing scalable architec-
tures to support advanced Al applications.

8. Monitoring and Risk Awareness (17%):
Continuous monitoring of Al systems is emphasized by 17% of use cases as a means to manage
risks effectively. This includes tracking performance metrics, identifying potential biases, and
retraining models as needed to maintain reliability over time.

The distribution illustrates that strategic alighment with business objectives and internal capabili-
ties are the most frequently cited success factors, each appearing in 67% of use cases. Governance
frameworks also play a significant role, reflecting the importance of compliance in highly regulated
financial environments. Meanwhile, factors like technology readiness and monitoring are less com-
monly mentioned but remain critical for long-term success.

Key Success Factors

Strategic Alignment and Business Value 67%

Internal Capabilities and Know-How 67%

Governance, Compliance, and Ethical Standards

50%

Data Quality and Availability _ 33%
Stakeholder Engagement and Collaboration _ 33%
Change Management _ 33%

Technology Readiness 17%

Monitoring and Risk Awareness 17%

Figure 9: Distribution of Key Success Factors for Al Use Cases

Based on the responses given and insights shared, the following key success factors related to the
application of Al seem to be most successful (see Table 3):

Best-Practice Key Success Factors

1. Strategic =  Ensure that all Al initiatives align with overarching business goals
Alignment and deliver measurable value through PoCs or pilots.

2. Investininternal | = Develop internal expertise through targeted training programs

Capabilities while fostering collaboration across departments.

3. Implement = Establish clear guidelines for data protection, regulatory compli-
Robust Govern- ance, and ethical considerations to build trust among stakehold-
ance Frameworks ers.

30.01.2025 2025 SFTland OST 32/66



3.8

4. Focus on Data = Invest in data management practices to ensure high-quality in-

Quality puts for Al models.
5. Engage Stake- = Involve cross-functional teams from the outset to address organ-
holders Early izational needs comprehensively.

6. Proactive Change | = Develop tailored training programs and communication strate-

Management gies to ensure user adoption.

7. Ensure Technol- = Select scalable tools and infrastructure capable of supporting fu-
ogy Readiness ture Al advancements.

8. Monitor = Implement ongoing monitoring mechanisms to track perfor-
Continuously mance metrics, address risks, and improve models iteratively.

Table 3: Best-Practice Key Success Factors

The reported key success factors underscore the multifaceted nature of implementing Al solutions
in financial institutions. By focusing on strategic alignment, internal capabilities, governance frame-
works, and stakeholder engagement, organizations can maximize the value derived from their Al
initiatives while mitigating risks associated with adoption challenges. As financial institutions con-
tinue to mature in their use of Al technologies, these best practices will serve as a foundation for
sustainable innovation and growth.

Key Challenges for Al Use Cases

The analysis of the 21 Al use cases reported by SFTI members reveals several key challenges en-
countered during the implementation of Al applications in financial institutions. These challenges
span technical, organizational, and regulatory domains, reflecting the complexity of adopting Al
technologies in a highly regulated and data-sensitive industry. The distribution of these challenges
is summarized in the graph below (see Figure 10; multiple categories were applied), and highlights
specific key challenges experienced during the Al implementation, as follows:

1. Knowledge and Expertise (50%):
Half of the use cases report a lack of internal expertise and domain knowledge as a major
challenge. Institutions struggle with building Al engineering capabilities, understanding the
value of Al, and addressing skills gaps in their workforce. This highlights the need for targeted
hiring, training programs, and partnerships with external experts.

2. Privacy, Security, and Data Usage (33%):
Privacy and security concerns are cited in 33% of use cases, particularly when handling sensi-
tive financial data in cloud environments. Challenges include obtaining client approval for data
usage, ensuring data protection, and preventing potential leakage.

3. Regulatory and Compliance Issues (33%):
Regulatory uncertainty is another significant hurdle, particularly with evolving frameworks like
the EU Al Act and FINMA Guidance 08/2024. Financial institutions face difficulties navigating
compliance requirements for cloud-based Al services and ensuring adherence to ethical stand-
ards.

4. Cultural and Organizational Challenges (33%):
One-third of use cases highlight organizational readiness and cultural resistance as barriers to
adoption. Institutions report delays caused by parallel projects (e.g., cloud foundation build-
up) and a lack of data literacy among employees, which impedes effective adoption.

5. Cost and ROI (17%):
High costs and difficulty in calculating return on investment (ROI) are challenges in 17% of use
cases. Institutions find it difficult to quantify initial investments and estimate the time required
to develop and fine-tune Al models.
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6. System Integration (17%):

Integrating Al applications into existing systems, such as CRM platforms or legacy IT infrastruc-
tures, is cited as a challenge by 17% of use cases due to complexity and high costs.

7. Technical Limitations (17%):
Limitations in current Al technologies are also reported in 17% of use cases. For example, large
language models (LLMs) face constraints such as limited context size, weak reasoning capabil-
ities, and insufficient domain expertise.

The distribution illustrates that knowledge and expertise is the most frequently cited challenge
(50%), reflecting a widespread need for skill development within organizations. Privacy, regulatory
compliance, and cultural challenges are also prominent, highlighting the importance of governance
frameworks and change management strategies. Technical limitations, system integration issues,

and cost concerns are less frequently mentioned but remain critical barriers to successful imple-
mentation.

Key Challenges

Knowledge and Expertise

50%
Privacy, Security, and Data Usage 33%
Regulatory and Compliance Issues 33%

33%

Cultural and Organizational Challenges

costand RO [N 7%
System Integration _ 17%
Technical Limitations _ 17%

Figure 10: Distribution of Key Challenges during Al Use Case Implementation

Based on the responses given and insights shared, the following strategies for overcoming chal-
lenges experiences during the implementation of Al use cases seem to be most successful (see
Table 4):
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Best-Practice Strategies for Overcoming Challenges

= Targeted Hiring: Recruit professionals with expertise in Al engi-
neering, data science, regulatory compliance, and organizational
transformation.

1. Building . . D
=  Training Programs: Implement ongoing education initiatives to
Knowledge and . . . . . .
. upskillemployees in technical areas like machine learning as well
Expertise - .
as soft skills like data literacy.
= External Partnerships: Collaborate with academic institutions or
technology providers to bridge internal knowledge gaps.
= Develop robust data governance frameworks to ensure compli-
2. Enhancing ance with privacy regulations.
Privacy, Security, = |nvestin secure cloud solutions with advanced encryption tech-
and Data nigues to protect sensitive financial data.
Governance = Establish clear policies for obtaining client consent for data us-
age.
=  Proactively engage with regulators to understand evolving re-
3. Navigating quirements like the EU Al Act and FINMA Guidance 08/2024.
Regulatory = Implement compliance-by-design principles during Al develop-
Complexity ment to ensure adherence to legal standards.

=  Conduct regular audits to identify gaps in regulatory alignment.

=  Foster a culture of innovation by involving employees early in Al

projects.

4. Addressin
& =  Provide tailored training programs to improve data literacy

Cultural
. across departments.
Resistance
= Communicate the benefits of Al adoption clearly to build trust
among stakeholders.
= Use proof-of-concept (PoC) projects to validate feasibility before
5. Managing scaling.
Costs and . . . .
. = Conduct cost-benefit analyses early in the project lifecycle.
Demonstrating
ROI = Focuson high-impact use cases that deliver measurable business
value.
=  Adopt modular architectures that allow gradual integration into
6. Simplifying . . . .
legacy systems without disrupting operations.
System ) )
Integration = Leverage APIs or middleware solutions to ensure seamless con-

nectivity between new Al applications and existing platforms.

= Invest in research to improve model capabilities or explore hy-

brid approaches combining human expertise with Al tools.
7. Overcoming

Technical
Limitations

= Use task-specific models tailored to organizational needs rather
than general-purpose solutions.

= Regularly retrain models with updated datasets to enhance per-
formance over time.

Table 4: Best-Practice Strategies for Overcoming Challenges

The reported challenges underscore the complexity of implementing Al solutions in financial insti-
tutions. While knowledge gaps remain the most significant barrier, privacy concerns, regulatory
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uncertainty, cultural resistance, cost issues, system integration challenges, and technical limita-
tions also pose significant hurdles. By adopting best practices such as targeted training programs,
robust governance frameworks, PoC validation processes, and scalable architectures, financial in-
stitutions can overcome these challenges effectively while maximizing the value derived from their
Al initiatives. As organizations continue their journey toward digital transformation, addressing
these barriers will be critical for achieving long-term success with Al technologies.

Other Notable Observations

The analysis of the 21 Al use cases provided by SFTI members reveals several noteworthy trends
and patterns that provide deeper insights into the application of Al in financial institutions. These
observations highlight variations in benefits, life-cycle stages, and implementation progress across
different Al categories and use case domains.

Still, an important disclaimer must be made in this context: The study did not request respondents
to provide quantitative data on the benefits of Al use cases. As such, a direct mathematical com-
parison between the benefits of different Al categories is not possible. However, for the purposes
of this report, it is assumed that the mention of a greater number of benefit categories indicates
that certain Al use cases may have the potential to deliver more diverse benefits compared to
those reporting fewer benefit categories. As such, this interpretation is highly indicative and should
be understood as such.

1. Benefits Across Al Categories

=  LLMs Report the Most Benefits:
Use cases applying Large Language Models (LLMs) report an average of 3.33 benefits per use
case, the highest among all Al categories. This reflects the versatility of LLMs in addressing
text-heavy tasks such as sentiment analysis, document processing, and conversational agents.

= ML Use Cases Are Close Behind:
Use cases applying Machine Learning (ML) report an average of 3.14 benefits per use case,
showcasing ML's effectiveness in structured data tasks like fraud detection, customer segmen-
tation, and anomaly detection.

=  GenAl Reports Fewer Benefits:
Use cases involving GenAl report only 2.5 benefits per use case on average. This may be due
to its narrower focus on conversational interfaces and transcription tasks, which have more
limited direct business impacts compared to ML or LLM applications.

2. Compliance vs. Non-Compliance Use Cases

=  Compliance Use Cases Yield More Benefits:
Use cases from compliance-related areas (e.g., fraud detection, trade surveillance) report an
average of 3.2 benefits per use case, slightly higher than the 3 benefits per use case reported
for non-compliance areas. This may indicate that Al applications in compliance functions are
more mature and deliver broader organizational value.

3. Life-Cycle Maturity Across Al Categories

= ML Use Cases Are More Advanced:
Machine Learning (ML) use cases show greater maturity, with some examples reaching the
scaling and optimization phase. This reflects ML's long-standing adoption in financial services
and its proven reliability for structured data tasks.

=  GenAl Use Cases Are in Early Deployment:
For GenAl, most use cases are either in full deployment (2 examples) or pilot testing (1 exam-
ple). This indicates that generative Al applications are gaining traction but are still relatively
new compared to ML.
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LLM Use Cases Are Least Advanced:

Large Language Model (LLM) use cases remain in earlier stages, with most examples limited
to pilot testing or development and prototyping phases. This highlights the emerging nature
of LLM applications in financial institutions, where their potential is still being explored.

4. Observations on Implementation Approaches

Limited Adoption of Al-Specific Implementation Models:

Only 12.5% of use cases reported using an Al-specific implementation approach, while 87.5%
relied on general IT project framewaorks. This suggests that many institutions are still adapting
their processes to address the unique challenges posed by Al technologies.

5. Strategic Alignment Drives Success

Use cases with clear alignment to strategic business objectives tend to report more benefits
and progress further along the life cycle. For example:

Fraud detection and compliance-related use cases often align closely with risk management
goals. Customer-facing solutions like chatbots focus on improving customer experience and
operational efficiency.

The analysis reveals that while Machine Learning remains the most mature and widely applied

category, Large Language Models show significant promise for delivering high-value benefits de-
spite being at earlier life-cycle stages. Compliance-related use cases demonstrate higher average
benefits, reflecting their critical role in addressing regulatory requirements. However, the limited
adoption of Al-specific implementation models highlights a need for financial institutions to tailor
their processes to better support the unique demands of Al projects. As institutions continue their
journey toward Al maturity, focusing on strategic alignment, robust governance frameworks, and
iterative development approaches will be critical for unlocking the full potential of these technol-
ogies across all domains.
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4. Framework for Implementing Al in Swiss Financial Institutions

4.1

This framework provides a structured approach to implementing Al in Swiss financial institutions,
integrating insights from the analysis of 21 Al use cases, key challenges, success factors, and best
practices. The framework is designed to address the unique regulatory, organizational, and tech-
nological contexts of the Swiss financial industry.

Framework Overview

The implementation of Artificial Intelligence (Al) in Swiss financial institutions
requires a structured framework that addresses the unique challenges and
opportunities presented by Al technologies. This framework is designed to
guide institutions through every stage of their Al journey, from identifying
high-value use cases to scaling solutions while ensuring compliance with regu-
latory standards and alignment with business objectives.

The framework integrates insights from the analysis of 21 Al use cases, key success factors, chal-
lenges, and best practices identified in the Swiss financial industry. It also incorporates findings
from various studies, guidelines and whitepapers on Artificial Intelligence (Al), Generative Al
(GenAl), and other types of Al, which all emphasize the importance of explainability, governance,
and incremental adoption strategies.

The framework is organized into six key elements: Strategic Decision-Making, Governance and
Compliance, Data Management, Implementation Approach, Organizational Readiness, and Mon-
itoring and Risk Management (see Figure 11).

2.
Governance
&
Compliance

6.
Monitoring
& Risk 1

Manage- o
ment Strategic

Alignment
& Business
Value

5.
Organiza-
tional
Readiness

Figure 11: Framework for Implementing Al in Swiss Financial Institutions
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This visual structure emphasizes how each element contributes to a seamless and effective imple-

mentation process while addressing key challenges and leveraging success factors. The six Frame-
work Elements are:

1. Strategic Decision-Making:
Aligns Al projects with business goals, ensuring measurable value through innovation screen-
ing and PoC validation.

2. Governance and Compliance:

Establishes robust frameworks to ensure adherence to legal, ethical, and regulatory standards
(e.g., EU Al Act, FADP, FINMA Guidance 08/2024).

3. Data Management:

Focuses on high-quality data governance, synthetic data generation for privacy, and advanced
techniques like Retrieval-Augmented Generation (RAG).

4. Implementation Approach:

Employs phased methodologies supported by agile practices for iterative development, de-
ployment, and scaling.

5. Organizational Readiness:
Addresses cultural resistance through change management while fostering innovation
through training and leadership engagement.

6. Monitoring and Risk Management:
Ensures continuous oversight of Al systems to detect biases, manage risks, and maintain per-
formance over time.

This framework offers Swiss financial institutions a detailed roadmap to effectively navigate the
complexities of Al implementation, ensuring both maximized business value and adherence to reg-
ulatory requirements. It is structured into logical components — the "what" — each accompanied
by 105 clear, step-by-step instructions — the "how" — outlining the necessary actions, pertinent
guestions, and desired outcomes. While certain steps may appear repetitive across different ele-
ments and components of the framework, this repetition underscores their significance. Some
steps might be optional in one context but mandatory in another, highlighting their critical role in
the overall implementation process.
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4.2

Element 1: Strategic Decision-Making

Strategic decision-making is the cornerstone of successfully implementing
Al in Swiss financial institutions. It ensures that Al initiatives align with or-
ganizational objectives, deliver measurable business value, and address
key challenges such as regulatory compliance and resource allocation. This

section outlines the critical elements of strategic decision-making, empha-
sizing their relevance and practical steps for implementation.

The following table provides details on the individual components of this framework element and
a step-by-step guide on how to best implement these (see Table 5).

Components of Framework Element 1: Strategic Decision-Making

1.1 Innovation Screening

decision-making process ensures buy-in from
key stakeholders and aligns technical capabil-
ities with business needs.

Innovation screening helps identify high-value | 1. Identify organizational pain points or op-
Al use cases that align with business priorities. portunities where Al can add value (e.g.,
By filtering potential applications based on fraud detection, customer interaction
feasibility, impact, and alignment with organi- analysis).
zational goals, institutions can focus resources | 5 £\ oluate the feasibility of Al solutions us-
on projects with the greatest potential for suc- ing structured frameworks like Retrieval-
cess. Augmented Generation (RAG) for un-
structured data or traditional ML models
for structured data tasks.
3. Prioritize use cases based on expected
ROI, compliance requirements, and align-
ment with strategic objectives.
1.2 Proof-of-Concept (PoC) Validation
PoC validation ensures that proposed Al solu- | 4. Define clear success metrics for PoCs
tions are technically feasible and deliver the (e.g., accuracy, efficiency improvements).
expected outcomes before scaling. This step | 5 tast Al models on small-scale datasets to
minimizes risks associated with high costs or validate their performance under real-
poor performance during full deployment. world conditions
6. Iterate on findings to refine models and
address gaps before scaling.
1.3 Alignment with Business Objectives
Aligning Al initiatives with business objectives | 7. Map each Al use case to specific business
ensures that projects contribute to organiza- outcomes (e.g., reducing customer churn
tional goals such as cost reduction, opera- or improving regulatory reporting).
tional efficiency, customer satisfaction, or 8. Engage stakeholders from relevant de-
compliance adherence. partments (e.g., compliance, legal, IT, risk
management and business units) to en-
sure alignment across functions.
9. Regularly review progress against prede-
fined KPIs to ensure continued alignment.
1.4 Stakeholder Engagement
Involving cross-functional teams early in the | 10. Identify stakeholders from relevant de-

partments such as compliance, legal, IT,
risk management, and business units.
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11. Conduct workshops to gather input on
priorities, risks, and desired outcomes for
Al projects.

12. Establish a governance committee to
oversee decision-making and ensure ac-
countability throughout the Al lifecycle,
incl. central oversight with clear roles, reg-
ular audits, and alignment with updated
regulatory requirements for Al-specific
risks.

1.5 Regulatory and Ethical Considerations

Swiss financial institutions operate in a highly
regulated environment where adherence to
laws such as the Federal Data Protection Act
(FADP) is critical. Addressing regulatory and
ethical considerations early in the decision-
making process mitigates risks of non-compli-
ance.

13. Assess regulatory requirements for each
use case (e.g., GDPR for data privacy).

14. Incorporate explainability and transpar-
ency measures into model design (e.g.,
audit trails for decision-making pro-
cesses).

15. Engage with regulators proactively to
clarify expectations for emerging technol-
ogies like Generative Al (GenAl).

1.6 Incremental Adoption

Adopting Al incrementally allows organiza-
tions to learn from early implementations
while minimizing risks associated with large-
scale rollouts.

16. Start with simple use cases such as text
summarization or chatbots before pro-
gressing to more complex applications like
autonomous decision-making systems.

17. Use a composable approach where each
stage builds on prior successes (e.g., tran-
sitioning from "Chat-to-Agent" to "Chat-
to-Execution" systems).

Table 5: Components of Framework Element 1: Strategic Decision-Making

By following these steps, Swiss financial institutions can ensure that their Al initiatives are strate-
gically aligned, technically feasible, and compliant with regulatory standards while delivering meas-
urable business value.
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4.3

Element 2: Governance and Compliance

Governance and compliance are critical elements of the framework for im-
plementing Al in Swiss financial institutions. These elements ensure that
Al systems adhere to legal, ethical, and regulatory requirements while ad-
dressing risks associated with data privacy, security, and transparency.

Given the highly regulated nature of the financial industry in Switzerland,
robust governance frameworks are essential to mitigate risks and build trust among stakeholders.

The following table provides details on the individual components of this framework element and
a step-by-step guide on how to best implement these (see Table 6).

Components of Framework Element 2: Governance and Compliance

2.1 Regulatory Adherence

Swiss financial institutions must comply with
local and international regulations, such as
the Federal Data Protection Act (FADP),
FINMA Guidance 08/2024, and the evolving
EU Al Act. These regulations emphasize data
privacy, explainability, and accountability in Al
applications.

18. Understand Regulatory Requirements:
Identify applicable laws and standards for
each use case (e.g., GDPR for cross-border
data usage).

19. Compliance-by-Design: Incorporate regu-
latory requirements into the design phase
of Al systems to ensure adherence from
the outset.

20. Engage Regulators Proactively: Collabo-
rate with regulators to clarify expectations
for emerging technologies like Generative
Al (GenAl).

2.2 Ethical Standards

Ethical considerations ensure that Al systems
operate transparently, fairly, and without
bias. This is particularly important in financial
services, where decisions can significantly im-
pact customers' lives.

21. Establish Ethical Guidelines: Define princi-
ples for fairness, transparency, and ac-
countability in Al decision-making pro-
cesses.

22. Bias Mitigation: Use techniques like re-
weighting data samples or adversarial
training to reduce bias in Al models, inte-
grate fairness evaluationsinto the lifecycle
of Al systems and ensure compliance
through third-party validations where nec-
essary

23. Human Oversight: Integrate human-in-
the-loop (HITL) systems to review critical
outputs and ensure ethical compliance.

2.3 Explainability and Transparency

Explainability is essential for building trust in
Al systems, particularly in compliance-related
use cases where decisions must be justified to
regulators or clients

24. Model Documentation: Maintain cen-
trally managed inventory of all Al systems
incl. detailed records of model assump-
tions, testing, fallback mechanisms, train-
ing data, model architecture, and decision
pathways.

25. Source Attribution: Clearly indicate the
origin of generated content or decisions
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made by Al systems, incl. documentation
of underlying logic, data sources, and rea-
soning pathways.

26. Audit Trails: Retain logs of user prompts
and model outputs for post-hoc analysis
and accountability.

2.4 Data Privacy and Security

Handling sensitive financial data requires ro- | 27. Data Governance Frameworks: Imple-

bust security measures to prevent breaches or ment policies for secure data storage, pro-

misuse while ensuring compliance with pri- cessing, and access control.

vacy laws like Federal Data Protection Act | 55 gynthetic Data Generation: Use synthetic

(FADP). data to train models without exposing
sensitive information.

29. Retrieval-Augmented Generation (RAG):
Where relevant, enhance model outputs
by retrieving verified external data
sources while maintaining privacy.

2.5 Risk Management

Al systems introduce unique risks such as | 30. Continuous Monitoring: Track perfor-

model drift, hallucinations (plausible but in- mance metrics like accuracy and error

correct outputs), and cybersecurity threats rates to detect deviations early.

that must be proactively managed. 31. Feedback Filtering Mechanisms: Evaluate
user feedback quality before incorporat-
ing it into model updates.

32. Cybersecurity Measures: Implement ad-

vanced security protocols, including threat
detection for Al-specific attacks (e.g., ad-
versarial inputs or data poisoning). Regu-
larly audit security measures to align with
increased focus on operational risk mitiga-
tion for Al.

Table 6: Components of Framework Element 2: Governance and Compliance

By integrating these governance and compliance practices into their Al frameworks, Swiss financial
institutions can navigate regulatory complexities effectively while building trust among stakehold-

ers.
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4.4

Element 3: Data Management

Data management is a foundational element in the successful implemen-
tation of Al in Swiss financial institutions. High-quality data is essential for
training reliable Al models, ensuring compliance with regulatory require-
ments, and generating actionable insights. Given the sensitive and regu-

lated nature of financial data, robust data governance frameworks are crit-

ical to address challenges related to privacy, security, and accuracy. This section provides a detailed
narrative on the key components of data management, emphasizing their relevance and practical

implementation.

The following table provides details on the individual components of this framework element and
a step-by-step guide on how to best implement these (see Table 7).

Components of Framework Element 3: Data Management

3.1 Data Quality and Availability

The quality and availability of data directly im-
pact the performance and reliability of Al
models. Inaccurate, incomplete, or biased da-
tasets can lead to flawed outputs, compromis-
ing decision-making processes and regulatory
compliance.

33. Data Cleaning and Preprocessing: Ensure
datasets are free from noise, redundan-
cies, and inconsistencies to improve
model accuracy.

34. Data Augmentation: Use techniques like
reweighting or resampling to address im-
balances in training datasets.

35. Synthetic Data Generation: Leverage syn-
thetic data to create diverse and repre-
sentative datasets while maintaining pri-
vacy.

3.2 Retrieval-Augmented Generation (RAG)

RAG enhances the generative capabilities of Al
models by retrieving relevant information
from external data sources in real time. This
approach improves response accuracy while
maintaining compliance with privacy stand-
ards.

36. Integrate RAG pipelines into Al systems to
retrieve verified data during inference.

37. Use semantic search mechanisms with
vector databases for efficient information
retrieval.

38. Employ knowledge graph-based RAG
strategies for complex relationships be-
tween data points.

3.3 Privacy and Security

Handling sensitive financial data requires ro-
bust measures to protect against breaches
while ensuring compliance with privacy laws
like the Federal Data Protection Act (FADP).

39. Implement secure storage and access
controls for sensitive data.

40. Use encryption techniques for data in
transit and at rest.

41. Retain user prompts and outputs for au-
dit purposes while adhering to confidenti-
ality requirements.

3.4 Data Governance Frameworks

Strong governance frameworks ensure that
data is managed responsibly throughout its
lifecycle, from collection to processing and
storage.

42. Define roles and responsibilities for data
management across departments.
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43. Establish policies for data access, usage,
and retention.

44. Conduct regular audits to ensure compli-
ance with internal standards and external
regulations, incl. enhanced due diligence
for outsourced Al systems, vendor audits,
and continuous monitoring of adherence

to data governance standards.

3.5 Mitigating Hallucination Risks

Hallucination refers to instances where Al
models generate plausible but factually incor-
rect outputs due to poor-quality training data
or inadequate architecture.

45. Use RAG techniques to cross-reference
outputs with verified external sources.

46. Incorporate human-in-the-loop (HITL)
systems for high-stakes decisions.

47. Configure conservative model settings to
flag uncertainty rather than generate
speculative responses

3.6 Tokenization Strategies

Tokenization breaks down input text into
smaller units (tokens) for model processing,
affecting both performance and running
costs.

48. Select appropriate tokenization strate-
gies based on the complexity of tasks.

49. Optimize token usage to balance compu-
tational efficiency with response quality.

50. Use dynamic content filters during pre-
and post-processing stages.

Table 7: Components of Framework Element 3: Data Management

By implementing these practices, Swiss financial institutions can ensure that their Al systems are

built on a foundation of high-quality, secure, and well-governed data while mitigating risks associ-

ated with poor-quality inputs or hallucinated outputs.

30.01.2025

2025 SFTland OST

45/66



4.5

Element 4: Implementation Approach

The implementation approach is a critical element in the successful adop-
tion of Al technologies in Swiss financial institutions. It provides a struc-
tured pathway for integrating Al systems into existing processes while ad-
dressing risks, ensuring compliance, and maximizing business value. This
section outlines the phased implementation approach, emphasizing its rel-

evance, practical steps, and alignment with best practices.

The following table provides details on the individual components of this framework element and
a step-by-step guide on how to best implement these (see Table 8).

Components of Framework Element 4: Implementation Approach

4.1 Phased Implementation Model

A phased approach allows institutions to min-
imize risks, validate feasibility, and iteratively
improve Al solutions before full-scale deploy-
ment. This method is particularly effective in
highly regulated environments like Swiss fi-
nancial services, where compliance and risk
mitigation are paramount.

Discovery Phase

51. Identify high-value use cases aligned with
business goals (e.g., fraud detection, cus-
tomer service automation).

52. Conduct initial feasibility studies to assess
technical and operational requirements.

Definition Phase

53. Define project scope, objectives, success
metrics (e.g., ROI, accuracy), and resource
needs.

54. Engage stakeholders from relevant de-
partments (e.g., IT, compliance, legal, risk,
business) to ensure alignment.

Development Phase

55. Build Al models using agile methodologies
like SAFe (Scaled Agile Framework).

56. Test models iteratively to ensure compli-
ance with regulatory and ethical stand-
ards.

Deployment Phase

57. Deploy solutions incrementally into pro-
duction environments to minimize disrup-
tions.

58. Monitor performance using predefined
metrics to ensure reliability.

Distribution and Iteration Phase

59. Scale solutions across the organization
while incorporating user feedback for con-
tinuous improvement.

60. Retrain models with new data to maintain
accuracy over time.
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4.2 Agile Methodologies

Agile methodologies provide flexibility during
implementation, enabling teams to adapt
quickly to changing requirements or unfore-
seen challenges.

61.

62.

63.

Use iterative cycles (sprints) for develop-
ment and testing phases.

Incorporate frequent feedback loops

from stakeholders and end-users.

Prioritize features based on business im-
pact and feasibility.

4.3 Integration with Legacy Systems

Seamless integration of Al systems with exist-
ing IT infrastructure is essential for opera-
tional continuity and scalability.

64.

65.

66.

Use modular architectures that allow
gradual integration without disrupting
core systems.

Leverage APIs and middleware solutions
for connectivity between Al applications
and legacy platforms.

Conduct system compatibility tests dur-
ing the development phase.

4.4 Compliance Checks

Compliance checks throughout the implemen-
tation process ensure adherence to legal and
ethical standards, such as the Federal Data
Protection Act (FADP) or EU Al Act and FINMA
Guidance 08/2024.

67.

68.

69.

Conduct regular audits of data usage,
model outputs, and decision pathways.

Implement explainability measures like
audit trails and source attribution for
transparency.

Engage compliance officers early in the
project lifecycle to address potential is-
sues proactively.

4.5 Iterative Testing

Iterative testing ensures that Al models meet
performance benchmarks while addressing
potential risks like bias or inaccuracies

70.

71.

72.

Use synthetic data or retrieval-aug-
mented generation (RAG) techniques for
testing without exposing sensitive infor-
mation.

Evaluate models against predefined KPIs
such as accuracy, precision, recall, or F1
scores.

Incorporate human-in-the-loop (HITL)
systems for validating high-stakes out-
puts.

Table 8: Components of Framework Element 4: Implementation Approach

By adopting this structured implementation approach, Swiss financial institutions can minimize
risks while maximizing the value derived from their Al initiatives.
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4.6

Element 5: Organizational Readiness

Organizational readiness is a critical element for successfully implement-
ing Al in Swiss financial institutions. It addresses the cultural, structural,
and skill-related factors that determine an institution's ability to adopt and

scale Al technologies effectively. Al implementation requires not only @
technical capabilities but also a supportive organizational culture, strong
leadership, and a workforce equipped with the necessary skills to embrace and manage Al-driven

transformation.

The following table provides details on the individual components of this framework element and
a step-by-step guide on how to best implement these (see Table 9).

Components of Framework Element 5: Organizational Readiness

5.1 Change Management

Al adoption often disrupts traditional work-
flows, requiring employees to adapt to new
processes and tools. Effective change manage-
ment ensures that the organization transitions
smoothly while minimizing resistance and fos-
tering acceptance

73. Proactive Communication: Clearly com-
municate the purpose, benefits, and ex-
pected outcomes of Al adoption to all
stakeholders.

74. Stakeholder Engagement: Involve em-
ployees early in the process to address
concerns and gather input on how Al can
improve their work.

75. Tailored Training Programs: Provide tar-
geted training to equip employees at all
levels with the skills needed to decide on,
use and manage Al tools effectively.

5.2 Upskilling and Reskilling

Al adoption requires specialized skills in data
science, machine learning, and Al governance.
Upskilling existing employees and reskilling
those in roles impacted by automation are
critical for long-term success.

76. Skill Gap Analysis: Identify gaps in tech-
nical and soft skills required for Al imple-
mentation and operation.

77. Training Programs: Offer courses on data
literacy, Al engineering, and ethical con-
siderations for Al systems.

78. Collaboration with External Partners:
Partner with academic institutions or
technology providers to provide advanced
training opportunities where necessary.

5.3 Leadership Buy-In

Strong leadership is essential for driving or-
ganizational commitment to Al adoption.
Leaders play a key role in setting strategic pri-
orities, allocating resources, and fostering a
culture of innovation.

79. Define a Clear Vision: Articulate how Al
aligns with the institution’s broader goals
and values.

80. Allocate Resources Strategically: Ensure
sufficient investment in technology infra-
structure, training programs, and govern-
ance frameworks.

81. Lead by Example: Demonstrate enthusi-
asm for Al adoption by actively participat-
ing in pilot projects or training initiatives.
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5.4 Fostering a Culture of Innovation

A culture that embraces innovation is critical | 82. Encourage Experimentation: Create sand-

for sustaining momentum in Al adoption. Em- boxes or test environments where em-
ployees must feel empowered to experiment ployees can explore Al applications safely.
with new tools and processes without fear of 83. Reward Innovation: Recognize teams or

failure. individuals who contribute innovative

ideas or successfully implement Al solu-
tions.

84. Break Down Silos: Promote cross-depart-
mental collaboration to ensure diverse
perspectives are considered during imple-
mentation.

5.5 Addressing Cultural Resistance

Resistance to change is a common challenge | 85. Open Dialogue Channels: Create forums

when introducing new technologies like Al. where employees can voice concerns or
Addressing employee concerns proactively ask questions about Al implementation.
helps build trust and acceptance. 86. Highlight Benefits Over Risks: Emphasize

how Al will enhance roles rather than re-
place them.

87. Provide Reassurance on Job Security:
Communicate that the primary goal of
adopting Al is to augment human capabil-
ities rather than eliminate jobs.

Table 9: Components of Framework Element 5: Organizational Readiness

By focusing on organizational readiness, Swiss financial institutions can create an environment
where employees are empowered to embrace Al technologies as tools for growth, innovation, and
enhanced efficiency.
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4.7

Element 6: Monitoring and Risk Management

Monitoring and risk management are essential components of the frame-
work for implementing Al in Swiss financial institutions. These elements
ensure that Al systems perform reliably, remain compliant with regulatory
standards, and mitigate risks such as model drift, hallucinations, and cy-

bersecurity threats. Given the high stakes in financial services, robust

monitoring and risk management practices are critical to maintaining
trust, minimizing errors, and ensuring long-term success.

The following table provides details on the individual components of this framework element and
a step-by-step guide on how to best implement these (see Table 10).

Components of Framework Element 6: Monitoring and Risk Management

6.1 Continuous Monitoring

Continuous monitoring ensures that Al sys-
tems maintain their performance and accu-
racy over time. It helps detect deviations in
outputs caused by changes in data patterns,
system updates, or evolving regulatory re-
quirements.

88. Performance Metrics: Track key metrics
such as accuracy, precision, recall, F1
scores (which provide a balanced measure
of precision and recall), and error rates to
assess system performance continuously.

89. Automated Alerts: Implement alert sys-
tems to notify administrators when per-
formance metrics fall below predefined
thresholds, or in case of deviations in ac-
curacy, model drift, and operational ro-
bustness.

90. Regular Audits: Conduct periodic audits of
Al systems to evaluate compliance with in-
ternal policies and external regulations, in-
cluding stress testing and bias detection
protocols as required.

6.2 Bias Detection and Mitigation

Bias in Al models can lead to unfair or discrim-
inatory outcomes, particularly in applications
like credit scoring or fraud detection. Detect-
ing and mitigating bias is crucial to maintain-
ing ethical standards and regulatory compli-
ance.

91. Bias Audits: Regularly evaluate training
datasets for imbalances or biases that
could influence model outputs.

92. Adversarial Training: Use techniques like
adversarial training or reweighting to re-
duce bias during model development.

93. Human Oversight: Incorporate human-in-
the-loop (HITL) systems to review high-
stakes decisions for potential bias.

6.3 Hallucination Risk Management

Hallucination refers to instances where Al
models generate plausible but factually incor-
rect outputs. This is a significant risk in appli-
cations requiring high accuracy, such as regu-
latory reporting or customer service automa-
tion.

94. Retrieval-Augmented Generation (RAG):
Implement RAG techniques to cross-refer-
ence outputs with verified external data
sources for accuracy.
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95. Conservative Model Settings: Configure
models to flag uncertainty rather than
generate speculative responses when con-
fidence is low.

96. Human Validation: Use HITL systems to
validate outputs in high-stakes scenarios.

6.4 Cybersecurity Measures

Al systems are vulnerable to cybersecurity
threats such as prompt injection attacks, data
poisoning, or adversarial manipulations that
can compromise their reliability and security.

97. Robust Security Protocols: Implement en-
cryption for data at rest and in transit,
along with secure access controls.

98. Attack Detection Systems: Deploy mecha-
nisms to detect and mitigate Al applica-
tion-specific attacks like prompt injection
or adversarial inputs.

99. Content Filters: Use pre- and post-pro-
cessing filters to ensure that outputs align
with ethical standards and business re-
quirements.

6.5 Feedback Loop Management

Feedback loops can degrade model perfor-
mance if user inputs inadvertently reinforce
undesirable behaviors or biases.

100.Feedback Filtering Mechanisms: Evaluate
the quality of user feedback before incor-
porating it into model updates.

101.Controlled Retraining Cycles: Avoid con-
tinuous learning from user feedback by
implementing controlled retraining cycles
with validated data.

102.Diverse Feedback Sources: Incorporate
feedback from a broad range of users to
avoid overfitting or degradation caused by
limited input diversity.

6.6 Model Drift Prevention

Model drift occurs when an Al system’s per-
formance degrades over time due to changes
in real-world data patterns that differ from
the training dataset.

103.Regular Retraining: Update models peri-
odically with new datasets to align them
with current trends and conditions.

104.Drift Detection Metrics: Monitor metrics
like prediction accuracy and consistency of
outputs to identify signs of drift early.

105.Automated Alerts for Drift Detection: No-
tify administrators when drift is detected
so corrective actions can be taken
promptly.

Table 10: Components of Framework Element 6: Monitoring and Risk Management

By integrating these monitoring and risk management practices into their Al frameworks, Swiss
financial institutions can ensure that their Al systems remain reliable, secure, and aligned with
business objectives while mitigating potential risks effectively.
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5. Scalability of the Framework for Implementing Al in Swiss Financial Institutions

5.1

Scalability is a critical consideration for implementing Al in financial institutions, as it determines
the ability to expand Al systems across different use cases, departments, or geographies without
requiring significant changes to the underlying framework. The proposed framework for imple-
menting Al in Swiss financial institutions is inherently scalable, ensuring that its elements can sup-
port growth and adaptation as needs evolve. This chapter explores the scalability of the frame-
work, emphasizing that no fundamental changes are required to cater to scaling needs. It also pro-
vides insights into scaling Al within financial institutions in general.

Scalability of the Framework

The framework for implementing Al in Swiss financial institutions has been meticulously designed
with flexibility and modularity at its core, ensuring it can scale effectively to meet evolving needs.
Each component of the framework is crafted to support incremental growth, allowing institutions
to adapt and expand without undergoing fundamental structural changes.

At its foundation, strategic decision-making ensures that innovation remains at the forefront. The
framework incorporates processes like innovation screening, which can be adapted to evaluate
new and emerging use cases. Proof-of-concept (PoC) validation plays a crucial role in this stage,
emphasizing scalability from the outset by focusing on high-impact applications that have the po-
tential for broader implementation across the organization.

The governance and compliance element is equally robust, prepared to address increasing com-
plexity as Al systems expand across departments or regions. By adhering to compliance-by-design
principles, the framework ensures that regulatory requirements are seamlessly integrated into sys-
tems, maintaining consistent adherence regardless of scale.

Data management is another pillar of the framework, providing a solid foundation for scalability
through robust data governance strategies. These frameworks ensure data quality and accessibil-
ity, even as datasets grow larger and sources become more diverse. Techniques such as Retrieval-
Augmented Generation (RAG) and synthetic data generation are employed to maintain efficiency
and safeguard data privacy and security, enabling institutions to scale their Al systems confidently.

The implementation approach is designed to be phased and methodical, following a progression
from discovery to distribution. This phased model enables institutions to build incrementally on
the success of pilot projects. Modular architectures and agile methodologies further enhance this
component, allowing for the seamless integration of new systems and use cases as they emerge.

Preparing the organization for Al adoption is another crucial aspect of the framework. Scalable
training programs ensure that employees at all levels are equipped with the knowledge and skills
needed as Al becomes more prevalent. At the same time, change management strategies address
potential resistance, fostering a culture that embraces innovation and continuous learning.

Finally, monitoring and risk management are integral to the framework’s scalability. Continuous
monitoring systems are designed to handle increasingly complex models and larger datasets, while
proactive risk management practices mitigate the possibility of vulnerabilities or performance is-
sues arising during scaling.

In essence, this framework offers a cohesive and forward-looking approach, enabling Swiss finan-
cial institutions to navigate the complexities of Al adoption with confidence and precision. By align-
ing strategic planning, compliance, data governance, implementation, organizational readiness,
and risk management, it creates a pathway for sustainable growth and innovation in the digital age
(see Table 11).
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Framework Scalability Considerations

Element
The innovation screening process can be expanded to evaluate
additional use cases as new opportunities emerge.

Strategic

Decision-Making

Proof-of-concept (PoC) validation ensures that scalability is
built into projects from the start by identifying high-impact use
cases with potential for broader application.

Governance and

Governance frameworks are designed to handle increasing
complexity as Al systems scale across departments or regions.

Compliance Compliance-by-design principles ensure that regulatory adher-
ence remains consistent regardless of system size or scope.
Robust data governance frameworks support scalability by en-
suring data quality and availability across larger datasets and

Data diverse sources.

Management Techniques like Retrieval-Augmented Generation (RAG) and

synthetic data generation enable efficient scaling without com-
promising data privacy or security.

Implementation
Approach

The phased implementation model (Discovery = Definition -
Development -> Deployment - Distribution) allows for incre-
mental scaling by building on successful pilots.

Modular architectures and agile methodologies facilitate seam-
less integration of new use cases or systems.

Organizational
Readiness

Training programs can be scaled to include more employees as
Al adoption grows within the institution.

Change management strategies ensure that cultural resistance
is addressed at every stage of scaling.

Monitoring & Risk
Management

Continuous monitoring systems can accommodate larger da-
tasets and more complex models as Al systems expand.

Proactive risk management practices ensure that scaling does
not introduce new vulnerabilities or performance issues.
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5.2

Scaling Al Within Financial Institutions

Scaling Al within financial institutions requires a deliberate and structured approach, enabling a
smooth transition from small-scale pilots to organization-wide applications while preserving high
standards of performance, regulatory compliance, and operational efficiency. Achieving this ex-
pansion involves several critical considerations, each designed to ensure scalability without com-
promising quality.

The journey begins with incremental scaling, focusing initially on straightforward use cases such
as automating routine workflows. These simpler applications lay the groundwork for more complex
implementations like fraud detection or regulatory reporting. By adopting a composable approach,
institutions can build on the successes of earlier stages, allowing their risk management and control
frameworks to mature alongside the expanding scope of Al applications.

Infrastructure readiness forms another cornerstone of successful scaling. As Al systems grow, they
require robust IT infrastructure capable of handling larger datasets, greater model complexity, and
increasing user demands. Cloud-based solutions and hybrid architectures provide the flexibility and
scalability necessary to accommodate this growth, ensuring that technological limitations do not
impede progress.

Scaling Al also demands effective cross-functional collaboration. Involving departments such as IT,
compliance, and legal ensures alignment with organizational objectives and regulatory standards.
Open communication between these teams fosters a collaborative environment, enabling chal-
lenges to be addressed collectively and with greater agility.

To maintain performance across a broader application of Al systems, institutions must prioritize
continuous model optimization. Regular retraining with updated datasets ensures accuracy in
evolving contexts. Techniques such as Parameter-Efficient Fine-Tuning (PEFT) and Low-Rank Adap-
tation (LoRA) offer ways to optimize performance without incurring excessive computational costs,
preserving efficiency while enhancing capability.

Risk mitigation remains a critical focus as Al systems scale. Increased usage can introduce risks
such as model drift, hallucination effects, or feedback loop degradation. Continuous monitoring
systems are essential to detect and address these risks promptly. Additionally, robust cybersecurity
measures are vital to safeguard systems against vulnerabilities that may emerge as the scale of
operations grows.

Finally, realizing business value is central to the scaling process. By targeting high-impact use cases
at each stage of implementation, institutions can deliver measurable benefits, including cost sav-
ings, enhanced operational efficiency, and improved customer satisfaction. Establishing clear met-
rics to quantify return on investment (ROI) ensures that Al initiatives remain aligned with broader
business goals (see Table 12).
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Institutional Scalability Considerations

Expansion

= Start with simple use cases (e.g., automating routine work-
flows) before progressing to complex decision-making appli-

1. Incremental Scaling cations like fraud detection or regulatory reporting.
=  Use a composable approach where each stage builds on prior
successes, allowing risks and controls to mature progressively.
=  Ensure that IT infrastructure is capable of supporting in-
2. Infrastructure creased data volumes, model complexity, and user demands.
Readiness =  Adopt cloud-based solutions or hybrid architectures for flexi-

bility and scalability.

= Involve multiple departments (e.g., IT, compliance, legal) in
scaling efforts to ensure alignment with organizational goals

3. Cross-Functional and regulatory requirements.

Collaboration
=  Foster communication between teams to address challenges

collaboratively.

= Regularly retrain models with updated datasets to maintain

accuracy as they are applied to new contexts.
4. Performance

Optimization = Use techniques like Parameter-Efficient Fine-Tuning (PEFT) or

Low-Rank Adaptation (LoRA) to optimize performance with-
out excessive computational costs.

=  Monitor for model drift, hallucination risks, and feedback loop

degradation as systems scale.
5. Risk Mitigation
= Implement robust cybersecurity measures to protect against

vulnerabilities that may arise with increased usage.

= Focus on high-impact use cases that deliver measurable busi-
6. Business Value ness value at each stage of scaling.

Realization »  Quantify ROI through metrics such as cost savings, operational
efficiency improvements, or enhanced customer satisfaction.

Table 12: Scalability Considerations for Institutional Expansion

The modularity and flexibility of the proposed framework ensure that it can accommodate scaling
without requiring significant modifications:

= Each element of the framework is designed to operate independently while integrating seam-
lessly with other components.

= The phased implementation approach inherently supports incremental growth by building on
prior successes.

=  Governance frameworks and compliance measures are robust enough to handle increased
complexity as systems scale.

=  Training programs and change management strategies can be adapted to include more em-
ployees or address new challenges without altering their core structure.

This comprehensive approach to scaling Al enables financial institutions in Switzerland to maximize
the potential of Al technologies across their operations. By leveraging best practices, including in-
cremental scaling, modular architectures, and continuous monitoring, they can expand efficiently,
maintain compliance, and deliver significant business value without introducing unnecessary risks.
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6. Conclusions and Recommendations

6.1

This chapter synthesizes the key findings of the study and provides actionable recommendations
for Swiss financial institutions seeking to implement Al effectively and sustainably. The conclusions
are structured into four subchapters: decision-making and implementation recommendations, key
success factors for implementation, key challenges and strategies to overcome them, and other
general recommendations. Together, these sections offer a comprehensive roadmap for navi-
gating the complexities of Al adoption while ensuring compliance, scalability, and alignment with
organizational goals.

Decision-Making and Implementation Recommendations

The study underscores the importance of structured decision-making processes and phased imple-
mentation strategies in ensuring the success of Al initiatives. Institutions should begin by identify-
ing high-value use cases through systematic innovation screening. This involves engaging cross-
functional teams to assess organizational priorities and areas where Al can deliver measurable
value. Proof-of-concept (PoC) validation is a critical step in this process, as it allows institutions to
test feasibility, refine models, and demonstrate potential return on investment (ROI) before scaling
solutions.

Implementation should follow a phased approach, beginning with discovery and definition phases
to establish clear objectives, followed by development, deployment, and scaling phases. Agile
methodologies, such as the Scaled Agile Framework (SAFe), provide flexibility during implementa-
tion, enabling institutions to adapt quickly to changing requirements or unforeseen challenges.

Governance frameworks play a central role in decision-making and implementation. Institutions
must integrate compliance-by-design principles into their Al systems to address regulatory re-
quirements proactively. Transparency measures, such as audit trails and explainability mecha-
nisms, are essential for building trust among stakeholders.

A summary overview is provided below (see Table 13), for further details on decision-making ap-
proaches and implementation models, refer to Chapter 4.5 "Decision-Making Approaches for Al
Use Cases" and Chapter 4.6 "Al-Specific Implementation Approaches."

Decision Making and Implementation Recommendations

. =  Conduct innovation screening to prioritize high-value appli-
1. Identify Use Cases . . . . gtop & PP
cations aligned with business goals.
=  Perform PoCs or pilots to assess technical viability, ROI po-
2. Validate Feasibility . p ) ¥ P
tential, and compliance risks.
3. Develop Govern- =  Establish clear guidelines for data protection, ethical consid-
ance Frameworks erations, and regulatory compliance.
4. Build Internal = Invest in training programs and cross-functional collabora-
Capabilities tion.
5. Implementin =  Use agile methodologies for iterative development, deploy-
Phases ment, scaling, and optimization.
6. Monitor = Track performance metrics, address risks proactively, and re-
Continuously train models as needed.

Table 13: Summary of Decision Making and Implementation Recommendations
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6.2

Key Success Factors for Implementation

An in-depth analysis of 21 Al use cases within financial institutions has identified several critical
success factors essential for effective implementation. Foremost among these is strategic align-
ment, ensuring that Al initiatives are closely integrated with the organization's overarching goals.
This alignment facilitates the delivery of measurable business value, enabling institutions to
achieve cost reductions, enhance operational efficiencies, and elevate customer satisfaction.

Equally important is the development of robust internal capabilities. Sustaining Al initiatives over
the long term necessitates building internal expertise. Investing in targeted training programs to
upskill employees in areas such as data science, machine learning, and governance is crucial. This
investment not only fosters a culture of continuous learning but also ensures that the institution
possesses the necessary skills to manage and advance Al projects effectively.

Governance and compliance form another cornerstone of successful Al implementation. Estab-
lishing robust governance frameworks ensures adherence to regulatory requirements and ad-
dresses ethical considerations, including fairness and transparency. Institutions must prioritize
compliance with Swiss regulations, such as the Federal Data Protection Act (FADP), FINMA Guid-
ance 08/2024, and align with international frameworks like the EU Al Act. This commitment safe-
guards the institution's integrity and fosters trust among stakeholders.

The quality of data utilized in Al applications cannot be overstated. High-quality data serves as the
foundation for successful Al outcomes. Institutions should implement comprehensive data govern-
ance frameworks that guarantee data availability, accuracy, and privacy. Such frameworks ensure
that Al systems operate on reliable information, leading to more accurate and trustworthy results.

Managing organizational change is pivotal in fostering acceptance of Al technologies. Addressing
cultural resistance through tailored training programs and proactive communication strategies
helps employees understand the benefits of Al adoption. This approach cultivates a supportive
environment where innovation can thrive.

Lastly, designing Al systems with scalability in mind from the outset enables institutions to expand
their Al initiatives efficiently. By planning for growth, organizations can scale Al applications with-
out necessitating significant structural changes, thereby maintaining continuity and minimizing dis-
ruptions.

A summary overview is provided below (see Table 14), for a more comprehensive exploration of
these success factors, refer to Chapter 4.8, "Key Success Factors for Al Use Cases."

Key Success Factors for Implementation

= Aligning Al initiatives with organizational goals ensures that

projects deliver measurable business value. Institutions that
1. Strategic Alignment prioritize strategic alignment are better positioned to achieve
cost reductions, operational efficiencies, and enhanced cus-
tomer satisfaction.

=  Building internal expertise is essential for sustaining Al initia-
tives over the long term. Institutions should invest in targeted
training programs to upskill employees in data science, ma-
chine learning, and governance.

2. Internal Capabilities

=  Robust governance frameworks ensure adherence to regula-
tory requirements while addressing ethical considerations
3. Governance and such as fairness and transparency. Institutions must prioritize
Compliance compliance with Swiss regulations like the Federal Data Pro-
tection Act (FADP), FINMA Guidance 08/2024 and interna-
tional frameworks such as the EU Al Act.
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6.3

= High-quality data is a cornerstone of successful Al applica-
4. Data Quality tions. Institutions should establish data governance frame-
works that ensure data availability, accuracy, and privacy

=  Managing cultural resistance is critical for fostering ac-
5. Change ceptance of Al technologies within organizations. Tailored

Management training programs and proactive communication strategies
can help employees understand the benefits of Al adoption.

=  Designing scalable systems from the outset enables institu-
6. Scalability tions to expand their Al initiatives efficiently without requir-
ing structural changes

Table 14: Summary of Key Success Factors for Implementation

Key Challenges and How to Overcome Them

Implementing artificial intelligence (Al) within Swiss financial institutions presents a multifaceted
array of challenges that must be navigated to harness its full potential. A significant hurdle is the
prevalent knowledge gap, particularly in Al engineering and governance. Many institutions find
themselves lacking the internal expertise necessary to develop and manage Al systems effectively.
To bridge this gap, collaboration with academic partners and technology providers becomes es-
sential, alongside substantial investment in employee training programs to cultivate the requisite
skills. Implementing cross- and up-skilling initiatives can further enhance the workforce's adapta-
bility, ensuring that employees are equipped to meet the evolving demands of Al integration.

Privacy concerns further complicate Al implementation, especially given the sensitive nature of
financial data. Compliance with regulations such as the Federal Data Protection Act (FADP) is im-
perative. Employing techniques like synthetic data generation and retrieval-augmented generation
(RAG) can mitigate privacy risks while preserving data utility, ensuring that data-driven Al models
do not compromise client confidentiality.

The regulatory landscape adds another layer of complexity. Navigating evolving frameworks, in-
cluding the newly published FINMA Guidance 08/2024 and the EU Al Act, poses challenges, partic-
ularly for institutions operating across multiple jurisdictions. Proactive engagement with regulators
is crucial to clarify compliance expectations and to adapt swiftly to regulatory changes, thereby
avoiding potential legal pitfalls.

Cultural resistance within organizations also poses a significant barrier. Employees may harbor
concerns about job displacement or may not fully grasp the benefits of Al integration. Addressing
these apprehensions through open dialogue and strong leadership support is vital to foster a cul-
ture of innovation and acceptance.

From a technical standpoint, integrating Al systems into existing legacy infrastructures can be
resource-intensive and complex. Adopting modular architectures and application programming in-
terfaces (APIs) can facilitate smoother integration, minimizing operational disruptions and ensur-
ing that new Al systems work harmoniously with established processes.

Moreover, Al models are susceptible to issues such as hallucination risks and model drift over
time, which can degrade their performance. Implementing regular retraining protocols with up-
dated datasets, coupled with human-in-the-loop (HITL) systems, can effectively address these chal-
lenges, maintaining the accuracy and reliability of Al applications.

A summary overview is provided below (see Table 15), for an in-depth exploration of these chal-
lenges and strategies to overcome them, refer to Chapter 4.9, "Key Challenges for Al Use Cases."
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6.4

Key Challenges and How to Overcome Them

= The lack of internal expertise in Al engineering and govern-
ance is a significant barrier. Institutions can address this by
collaborating with academic partners or technology provid-
ers to bridge skill gaps while investing in employee training
programs, combined with institutional cross- and up-skilling
initiatives.

1. Knowledge Gaps

= Handling sensitive financial data requires robust privacy

measures to comply with regulations like the FADP. Tech-
2. Privacy Concerns niques such as synthetic data generation and Retrieval-Aug-
mented Generation (RAG) can help mitigate privacy risks
while maintaining data utility.

= Navigating evolving regulatory frameworks, such as the
FINMA Guidance 08/2024 and the EU Al Act, poses chal-

3. Regulator S . .
& ¥ lenges for institutions operating across borders. Proactive

Complexity . . .
engagement with regulators can help clarify compliance ex-
pectations.

= Employees may resist adopting new technologies due to
concerns about job displacement or lack of understanding of
4. Cultural Resistance Al's benefits. Institutions should foster a culture of innova-

tion by addressing these concerns through open dialogue
and leadership support.

= |Integrating Al systems into legacy infrastructures can be re-
5. System Integration source-intensive. Modular architectures and APls can facili-
tate seamless integration while minimizing disruptions.

= Current Al models may face limitations such as hallucination
risks or model drift over time. Regular retraining with up-
dated datasets and human-in-the-loop (HITL) systems can
address these issues effectively.

6. Technical Limitations

Table 15: Summary of Key Challenges and How to Overcome Them

Other General Recommendations

To maximize the benefits of Al adoption and effectively navigate associated challenges, Swiss fi-
nancial institutions should adopt a structured and deliberate approach that balances innovation
with risk management. One of the most effective strategies is incremental scaling. By starting with
small, focused pilot projects, institutions can minimize risks, gain valuable insights from early im-
plementations, and refine their strategies before expanding solutions across the organization.

Focusing on high-impact use cases is equally essential. By prioritizing applications that align closely
with organizational objectives and deliver measurable outcomes, institutions can ensure that their
Al investments yield tangible benefits, such as improved operational efficiency, cost savings, or
enhanced customer satisfaction.

The adoption of modular architectures is another critical recommendation. These architectures
enable the seamless integration of Al systems into existing infrastructures, reducing operational
disruptions and providing the flexibility needed for gradual scaling. This approach not only pre-
serves system stability but also facilitates the iterative addition of new functionalities.

Continuous monitoring plays a pivotal role in maintaining the reliability and effectiveness of Al
systems over time. By implementing robust performance tracking mechanisms, institutions can
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detect and address issues such as model drift or declining accuracy, ensuring that their Al applica-
tions remain fit for purpose.

Engaging stakeholders early in the Al adoption process is crucial for success. Collaboration across
diverse teams—including IT, compliance, legal, risk management, and business units—ensures that
Al initiatives are well-rounded and aligned with both operational and regulatory requirements.
Early involvement fosters buy-in and facilitates smoother implementation.

Lastly, preparing for cross-border compliance readiness is essential in an increasingly globalized
regulatory environment. Aligning internal policies with international standards, such as the EU Al
Act, positions institutions to adapt proactively to regulatory changes, reducing compliance risks
and enhancing operational resilience.

These recommendations form a comprehensive framework for Swiss financial institutions to navi-
gate the complexities of Al adoption effectively. By emphasizing compliance, scalability, and align-
ment with organizational goals, institutions can unlock the transformative potential of Al technol-
ogies while managing associated risks (see Table 16).

Other General Recommendations

= Start small with pilot projects before expanding suc-
cessful solutions organization-wide. This approach
minimizes risks while allowing institutions to learn
from early implementations.

1. Adopt Incremental Scaling

2. Focus on High-Impact Use = Prioritize applications that align closely with organiza-

Cases tional goals and deliver measurable benefits.
3. Leverage Modular = Design systems that allow gradual integration into ex-
Architectures isting infrastructures without disrupting operations.

= |mplement performance tracking mechanisms to en-

4. Monitor Continuously ) . .
sure that Al systems remain reliable over time.

= Involve diverse teams from IT, compliance, legal, risk
5. Engage Stakeholders Early management, and business units throughout the deci-
sion-making process.

6. Foster Cross-Border Com- = Prepare for regulatory changes by aligning internal
pliance Readiness policies with international standards like the EU Al Act.

Table 16: Summary of Other General Recommendations
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7. Appendix

7.1

Al Use Case Details
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Digital client onboarding,
03 no customer identification via ML X x X x
Video and Passport
Voice Biometrics, customer
04 no . - . ML X X X X X
identification via voice
Fraud detection (Classifica-
05 no . u ction e ML X X X X X
tion Models)
Second opinion system to fil-
06 yes ter out false positives ML X X X
flagged by AMLT rule engine
Alarming of suspicious activ-
07 no o ing uspicious activ ML X X X
ity in corporate accounts
Customer Interaction Analy-
08 no sis, systematic analysis of LM X X X
customer feedbacks
Different Marketing Al-Mod-
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els to segment customers
Al Assistant to transcribe
10 no and summarize customer GenAl X X X
calls
1" o Al-driven chatbot-like assis- Genal
. X X
tant in MS Office apps
Various HR applications: can-
didate profile matching, au-
12 no protile matching ML x x x X
tomated application screen-
ing, etc.
Closure of generated
13 yes matches in Name Matching ML X X X X
Customer application
14 no Microsoft Co-Pilot GenAl X X X X
15 no Product Scoring Application ML X X X X X X X
16 yes Fraud Detection ML X X X X X
Dox i -
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chivation
Customer Online Identifica-
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Hedonic Real Estate Priciny
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Trade surveillance solution
20 yes . ) L ML X X X X
analyzing trading activity
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Table 17: Al Use Case Details
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