The company Securosys SA has set
itselfthegoal of securingdata trans-
mission over public telecom-muni-
cations networks with its products.
Therefore, they de-velop hardware
security modules (HSMs), which
encrypt and authen-ticate digital
data using standard-ized procedu-
res.

Design

With HSMs, there are two com-
peting goals: highest security and
maximum data throughput. To
process the data quickly, compu-
tationally intensive parts are acce-
lerated using dedicated hardware.
This FPGA-based acceleration was
significantly co-developed by IMES.

Current measurements and
attacks

If only data throughput is conside-
red during development, a system
without protection against side-
channel attacks can emerge. In this
case, the device's power consump-
tion is measured. This data trace is
then used to identify the sequence
of individual computing operations,
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which allows conclusions about
the secret keys. To exclude such
attacks, IMES attacked its own im-
plementation and improved it until
no relevant information could be
measured anymore.

Product

Our hardware-accelerated algo-
rithms are integrated into the HSMs
of the company Securosys, which
sells these devices successfully.
The first major customer was SIX,
which operates the SIC payment
system under the supervision of the
Swiss National Bank. Thus, IMES
contributes to every electronic
financial transaction in Switzer-
land.

New Challenges

Powerful quantum computers will
be able to break current cryptogra-
phic methods in the future. There
are proposals for new resistant
methods, but these are often only
available in software. In a follow-up
project, IMES is investigating such
proposals and testing whether the
algorithms are suitable for hardware
acceleration. This gives Securosys
an important technological advan-
tage. By publishing our results, IMES
also makes a substantial contribu-
tion to the current standardization
of new algorithms.
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