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Python3 for Security Professionals

Introduction: 14th December 2014, Yahoo reports the data breach of 3 billion user
accounts consisting of unencrypted security questions and the corresponding
answers that potentially allow hackers to break into the victims' online accounts.
Sophisticated attacks like ransomware or other malware threaten it-infrastructure of
governments require a detailed investigation of countermeasures to protect against
them, increasing the unabated strong demand for security specialists furthermore.

Since 2018, the Swiss Federal Department of Defence responds to this lack of cyber-
security specialists by running a "Cyber Lehrgang" to recruit and train cyber-warriors.
They must master at least one programming language. Our mission was to design
and implement an applied Python3 cybersecurity curriculum with several Python3
programming exercises.

Approach / Technology: The project was divided into three phases: research,
implementation and testing. The curriculum was designed to prepare and forearm
future cybersecurity-specialists with Python3 codings skills in the field of exploitation,
reverse-engineering, forensics, threat intelligence and data aggregation.

Each exercise teaches background theory and applied Python3 programming skills.
They follow a tutorial guide and a coding guideline based on the widespread "Python
Enhancement Proposal" to ensure consistency and code quality across them.

The curriculum is hosted in Hacking-Lab 2.0, an online cybersecurity challenge and
education platform to increase education and ethics in information security. The
training is based on Kali Linux, a "hacker & developer ready" environment system.

Result: As a result of this project, a Python3 programming course for cybersecurity
specialists has been created. Eleven different exercises teach how to automate and
run the cybersecurity tasks. The practice lab introduces and uses most recent,
commonly known and accepted Python3 libraries. Since the curriculum is not
designed for beginners, students should have some experience in at least one or
more modern programming languages. The training will help participants to pursue a
career in cybersecurity.
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