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Zero-knowledge Sudoku
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A solved sudoku puzzle. The cells with a red background colour
signify the original, unsolved puzzle.

Own presentment

When checking the solution with "visualize" enabled the proof-
and public-json are displayed.

Own presentment
A simplified flow diagram of the ZKP process. From generating to verifying the proof.
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Definition of Task: Imagine sharing that you know a
secret without revealing the secret itself. This is what
zero-knowledge proofs (ZKPs) aim to do. With ZKP
you have a prover who claims knowledge of
something and a verifier who checks this claim. A
practical example would be proving that you are not
color blind without mentioning it. If a verifier has two
identical trinkets that only differ in color, he can show
you one at a time, switching which one behind his
back. You will be able to tell if he switched them,
based on their color. The goal of this project is to
further explore current technologies revolving around
ZKP and understand possible adaptations to a web-
application. In this case, a website where you can
solve puzzles.

Approach: An online puzzle application was created
that keeps the solutions of individual users safe using
ZKP. A user can solve a logic-based puzzle like
Binairo or Sudoku and check the validity of their
solution without it ever leaving the device or being
stored on a server by sharing only a ZKP of the
solution. To further strengthen the security, the
following two checks have been implemented. Firstly
making sure the solution matches the original puzzle,
and secondly matching the userID that generated the
proof to the user that sent the proof. These checks
prevent reusing a proof to “solve” other puzzles or for
them to be reused by another user.
To implement this application, different ZKP
frameworks were considered. Circom and snarkjs
were selected because of their active development,
clear documentation and good web development
capabilities.

Result: The final result is a secure application that
demonstrates how ZKPs can be utilized realistically
for a practical use case beyond cryptocurrencies. This

highlights their broader potential in secure digital
interactions. In most applications, the impact of ZKPs
is not visible. The ZKP-Puzzles application aims to
visualize how ZKPs enhance data security, which is
something that is usually hidden from the user.


