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Objective: "What are possible threats against Wi-Fi
infrastructure?" is the main research question we
wanted to answer in an integrative literature-review.
Whether those threats are adequately dealt with, and
how impactful the real-world implications appeared to
be, are additional research goals.

Approach: The attack tree shows possible attack
vectors and paths. With this information we collected
papers published in the last seven years (2017-2024)
to create an integrative literature-review. In a first part
each selected source was summarized, highlighting
their individual focus on the discussed threats or
attacks and the resulting findings. The second part,
the literature-review, consists of interwove
comparisons of the sources' topics and findings,
categorized by threats or attack types.

Additionally, we conducted an experiment in which a
4-way handshake between an access point and a
client was recorded by a third party. This experiment
laid the foundation for further tests and
implementations, which will be carried out in the
Bachelor's thesis in the next semester.

Conclusion: The literature-review concludes that
many of the presented threats and attacks are
enabled by inherent vulnerabilities in Wi-Fi protocols
or implementation flaws. Some vulnerabilities may
have been partially addressed in amendments to Wi-
Fi standards, while others persist due to backward
compatibility requirements.

Regarding improvements and future fields of study,
the literature-review recognized the need for more
rigorously defined standards in Wi-Fi technology.
Implementations should be formally verified in a way

broader range of devices, real-world environments,
and configurations. This includes vendor-specific
features and implementations, which often rely on Wi-
Fi standards but due to ambiguous specifications lack
security.

Wireshark Capture of a 4-way Handshake
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No. Time Source Protoco Lengtt Info
1021 8.931365322 ile: : EAPOL 149 Key (Message 1 of 4)
1023 8.934301778 : :18 EAPOL 173 Key (Message 2 of 4)
1025 8.937155421 5 T |_: H EAPOL 205 Key (Message 3 of 4)
1041 8.944906088 fa:le:la:la:af:18 EAPOL 149 Key (Message 4 of 4)

» Frame 1021: 149 bytes on wire (1192 bits), 149 bytes captured (1192 bits) on interface mone, id @
» Radiotap Header v@, Length 18

» 802.11 radio information

» IEEE 802.11 Data, Flags: ...... F.

Length: 95
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
» Key Information: @xeesa
Key Length: 16
Replay Counter: 2
WPA Key Nonce: 70@c4b812e2b980fBed5abb3cc2924ca6531facedaf2f2bac284e237fFeb7b3d
Key IV: ©6008000008000000000000000000000
WPA Key RSC: 6000000000000000
WPA Key ID: 9600000600000000

Attack Tree: Possible Threats against a Wi-Fi Network
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Fg;?g;g;%:;s Release the Kraken: New KRACKs in the 802.11 Standard 2018 | Mathy Vanhoef, Frank Piessens
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Attacks (WPA3) | From Di to D Side-channel Attacks and Formally Verified Implementation of WPA3 Dragonfly Handshake | 2023 | 221 e fimeds Sraga Natia Kuiatom, Mahamed Sat, Plere lan Fouue.
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